[ataSecare

Netzwerk-Prufung

Asset-Detailbericht

Erstellt fiir: test
Erstellt von: Musketier Systemhaus AG

9/29/2016

VERTRAULICHE Informationen: Die in diesem Bericht enthaltenen Informationen sind ausschlief3lich fiir den
Gebrauch des oben angegebenen Kunden bestimmt und enthalten unter Umstianden vertrauliche,
schutzwiirdige und nicht offen zu legende Informationen. Wenn der Empfanger dieses Berichts nicht der
Kunde oder Adressat ist, ist es diesem Empfanger streng verboten, den Bericht oder seine Inhalte zu lesen, zu
kopieren, zu verbreiten oder in irgendeiner Form anderweitig zu verwenden.

Scan Date: 4/1/2014



Asset-Detailbericht
NETZWERK-PRUFUNG

Inhaltsverzeichnis

1 - Domain: CORP.MYCO.COM
1.1 - BKRICKEY-WIN7
1.2 - COSTEN-SG
1.3 - DAVIS-XP
1.4 - DCO1
1.5-DC02
1.6 - DCO3
1.7 - DELL120720
1.8 - DEV_2012-CORE
1.9 - DEVTFS
1.10 - DEVWIKI
1.11 - DHAROLD-PC
1.12 - ENGINEERS
1.13 - ENTCERTS
1.14 - EXCHANGE?2013
1.15 - FILE2012-1
1.16 - FTDELLLAPTOP
1.17 - FT-LENOVO
1.18 - GHAMMOND-LT
1.19 - HJOEL-VM-WIN764
1.20 - HIOEL-WIN764
1.21 - HPVOO
1.22 - HV01
1.23 - HV02
1.24 - HV03
1.25 - HV04
1.26 - HVO05
1.27 - HV2012-1
1.28 - HYPERV-02
1.29 - HYPERV-03
1.30 - ISA1

PROPRIETARY & CONFIDENTIAL PAGE 2 of 353



Asset-Detailbericht
NETZWERK-PRUFUNG

1.31 - JAGA

1.32 - JAMIE-PC

1.33 - JIM-WIN7

1.34 - JIM-WINS8

1.35 - JOES-PC

1.36 - MARKETING-1
1.37 - MELKINS-HP

1.38 - MIGTEST

1.39 - MMAYHEMON1
1.40 - MMAYHEMON-HP
1.41 - MSUMMER-LT
1.42 - MWEST-WIN864
1.43 - MYCO

1.44 - MYCO30DEV

1.45 - MYCO-ATL-CORE
1.46 - MYCODEMO

1.47 - MYCO-INSPIRON1
1.48 - MYCOPATCH

1.49 - MYCOROOTAUTH
1.50 - OPS001

1.51 - PABUILD

1.52 - PKWIN7ENT

1.53 - PKWINS

1.54 - PS01

1.55 - PSIMPSON1

1.56 - PSIMPSON-WIN764
1.57 - PSIMPSON-WIN7TEST
1.58 - QB02

1.59 - QBSERVER

1.60 - RANCOR

1.61 - REMOTE

1.62 - REX

1.63 - RS01

PROPRIETARY & CONFIDENTIAL PAGE 3 of 353



Asset-Detailbericht
NETZWERK-PRUFUNG

1.64 - SALESO1

1.65 - SE-DAVIS
1.66 - SHAREPOINT-01
1.67 - SHARLISE-WIN8
1.68 - SHREDDER
1.69 - SLOWE-WIN8
1.70 - SPIELOAU
1.71 - SQL2012-01
1.72 - STORAGEO1
1.73 - TANDEM
1.74 - THRASH2
1.75 - USER-PC23
1.76 - UTILO1
1.77 - UTIL12
1.78 - VM-JDAVIS-WIN7
1.79 - VM-WIN7
1.80 - WINDESKTOP
1.81 - WIN-HNQS8GOO1RAI
1.82 - WINXP32
1.83 - WINXP64
2 - No Domain
2.1 - SLOWE-WIN7.CORP.MYCO.COM
3 - Drucker

4 - Netzwerkgeréte

PROPRIETARY & CONFIDENTIAL PAGE 4 of 353



Asset-Detailbericht
NETZWERK-PRUFUNG

1 - Domain: Corp.MyCo.com
1.1 - CORP.MYCO.COM\BKRICKEY-WIN7

Computer IP address
Windows 7 Enterprise (x86) Service Pack 1 (Build 7601) 10.0.7.74
Risk Section

System Risk
Score

System Issue Score

System Issue

Issues

B Betriebssystem in erweitertem Support

System-Profil

(O Windows 7 Enterprise (x86) Service Pack 1 (Build 7601)
Windows Key ‘BBBBB—BBBBB—BBBBB—BBBBB—BBBBB
Manufacturer ‘ Dell Inc./Vostro 230
Service Tag/Serial Number ‘830TRL1
Processor Pentium(R) Dual-Core CPU E5400 @ 2.70GHz
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date ‘6/6/2012 12:14:51 PM
Last Active Directory Check-in ‘4/1/2014 7:35:21 PM

System Memory
Memory Serial # Speed Size
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Memory Serial #

1333 MHz 2048 MB
Speichermodul: Memory Bank1 (In Verwendung) 1333 MHz 1024 MB
Total Memory 3072 MB

Speichermodul: Memory BankO (In Verwendung)

Festplattenkapazitaten

Genutzter Speicher in Prozent

Cc 15.8
D 45.9%
I;I 1 II} ZIIZI 3|D JII:I EIIII EIIZI ?::I ﬂlﬂ ﬂlﬂ 1 EI ]
Volumes
0,
Volume Label Filesystem Kapazitat Genutzt % Genutzt Verflgbar /0
Verfuigbar

C: C Drive 288.05GB 4551 GB 15.80% 242.54GB 84.20%
D: RECOVERY 10 GB 4.69 GB 46.90% 5.31GB 53.10%

Physical Drives

Modell Seriennummer Grofe Volumes
WDC WD3200AAKS-75L9A0 ATA 2020202057202d444d5 Hard Drive 298.09
Device 7564156323030333430 GB

36

Windows IP Configuration

Unknown Type adapter :

Description ‘ Broadcom NetLink (TM) Gigabit Ethernet
Physical Address ‘00:26:2D:28:C5:47

IPv4 Address ‘ 10.0.7.74;fe80::8176:9¢cb6:2173:b513
Default Gateway 110.0.1.1

Endgeréate-Sicherheit

Security Center

Antivirus

¥ GFI Software VIPRE
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[ataSecare

¥ GFI Software VIPRE

Enabled Ja
Up-to-date ‘ Kein
Antispyware

¥ GFI Software VIPRE
Enabled ‘ Ja
Up-to-date Kein

& Windows Defender

Enabled ‘ Kein
Up-to-date ‘ Ja

Firewall

[ ] . .
\¥ Windows Firewall

Enabled Ja

Domain Setting ‘ Installiert
Private Setting Installiert
Public Setting Installiert

Detected by Services

Antivirus

¥ GFI Languard

Enabled Ja
Antispyware
¥ GFI Languard
Enabled Ja
Firewall

No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto

Prufung: Strong Security
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Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

Asset-Detailbericht

NETZWERK-PRUFUNG

(Von WMI)
IP-Adresse Druckername Zugegriffen von
10.0.7.74 Brother MFC-9320CW

Printer
Freigaben
UNC PFAD
\\BKRICKEY-WIN7\ADMIN$ ‘ C:\Windows
\\BKRICKEY-WIN7\C$ ‘ C:\
\BKRICKEY-WIN7\D$ \ D:\
\\BKRICKEY-WIN7\IPC$ ‘
\\BKRICKEY-WIN7\Temp ‘ C:\Temp

Installierte Anwendungen

RENMES

ANWENDUNGSNAME

Adobe Flash Player 12 ActiveX

Adobe Flash Player 12 Plugin

Adobe Reader X (10.1.9)

CCleaner

Citrix Online Launcher

GFI Business Agent

Microsoft .NET Framework 4.5.1

Microsoft Office Professional Plus 2013

Microsoft Online Services Sign-in Assistant

Microsoft Silverlight

Microsoft SQL Server 2005 Compact Edition [ENU]

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
MSXML 4.0 SP2 Parser and SDK

QuickBooks File Doctor

QuickBooks Premier: Professional Services Edition 2012
ScreenConnect Client (2872323bbe412f4c)

TreeSize Free V2.4

VirtualCloneDrive

Windows Live Essentials

PROPRIETARY & CONFIDENTIAL

VERSION
12.0.0.77
12.0.0.77
10.1.9

4.00

1.0.122
6.2.5505
4.5.50938
15.0.4420.1017
7.250.4287.0
5.1.30214.0
3.1.0000
9.0.30729.4148
9.0.30729.6161
4.20.9818.0
383
22.0.4008.2206
4.1.6060.5144
2.4

16.4.3505.0912
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Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.74 BKRICKEY-WIN7 v

Local

Unable to collect remotely
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1.2 - CORP.MYCO.COM\COSTEN-SG

Computer IP address
Windows 7 Enterprise 10.0.7.24
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 6/8/2013 3:39:38 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.3 - CORP.MYCO.COM\DAVIS-XP

Computer IP address
Windows XP Professional (x64) unknown (Build 9200) 10.0.7.10
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Nicht unterstltzte Betriebssysteme
® Inaktive Computer

System-Profil

0S Windows XP Professional (x64) unknown (Build 9200)
Manufacturer ‘ Gateway/DX4870
Processor Intel(R) Core(TM) i3-2130 CPU @ 3.40GHz

64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date \ 2/18/2014 5:51:03 AM
Last Active Directory Check-in ‘ 9/23/2013 11:36:56 AM

System Memory

Serial # Speed
Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
Speichermodul: Memory Bank1 (In Verwendung) 1333 MHz 2048 MB
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Memory Serial # Speed

Total Memory 6144 MB

Festplattenkapazitaten
Genutzter Speicher in Prozent

I T T T T T I T T T 1
1} 1 20 30 40 S0 60 0 a0 Y 100

Volumes

%

: 0 .
Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar Verfugbar

C: 127 GB 33.14 GB 26.09% 93.86GB 73.91%

Physical Drives

Modell Seriennummer Grofe Volumes
ST500DM002-1BD142 S2ALCY6M Hard Drive 465.76
GB

Windows IP Configuration

Unknown Type adapter :

Description Intel(R) 82579V Gigabit Network Connection
Physical Address |4C:72:B9:8A:AC:85

IPv4 Address ‘ 10.0.7.10;fe80::f4f2:7d07:6fb1:1b96

Default Gateway 110.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus

@ windows Defender

Enabled ‘ Ja
Up-to-date ‘ Ja
Antispyware

@ windows Defender
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NETZWERK-PRUFUNG
& windows Defender

Enabled ‘ Ja
Up-to-date ‘ Ja

Firewall

S ] . .
\¥ Windows Firewall

Enabled ‘Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto
Prufung: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD RENETS
\\DAVIS-XP\ADMIN$ C:\Windows

\DAVIS-XP\C$ \ c:\

\DAVIS-XP\IPC$ \
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Installierte Anwendungen

ANWENDUNGSNAME

Asset-Detailbericht

NETZWERK-PRUFUNG

VERSION

Apple Application Support

Apple Software Update

Bueno Chrome Toolbar

buenosearch toolbar

Camtasia Studio 7

Debut Video Capture Software
fst us 14

Google Chrome

Intel(R) Processor Graphics

Microsoft Office Professional Plus 2013
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17
QuickTime 7

Search Protect

Settings Manager

VideoPad Video Editor

VLC media player 2.1.3

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name
10.0.7.10 QB02

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL

2.3.6
2.1.3.127

1.8.28.7
7.1.1
1.88

33.0.1750.154
9.17.10.3347
15.0.4420.1017
9.0.30729
7.75.80.95
2.11.11.7
5.0.0.11471
3.29

2.1.3

RDP

(3389/TCP)

v
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1.4 - CORP.MYCO.COM\DCO1

Computer IP address
Windows Server 2012 Standard (x64) unknown (Build 9200) 172.20.1.3 10.0.1.3
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
System-Profil
(O Windows Server 2012 Standard (x64) unknown (Build 9200)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 2313-7957-2802-9397-1511-6773-75
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \ 6/24/2013 12:28:10 AM
Last Active Directory Check-in \4/1/2014 8:37:40 PM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 512 MB
MHz
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Memory Serial #

Additional 1 virtual memory slot

Total Memory 512 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

9.98%

T T T
[i] 10 0 30 40 50 60 T0 80 80 100

Volumes

%
Verfugbar

C: 126.66 GB 37.47 GB 29.58% 89.19GB 70.42%

Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar

Physical Drives

Seriennummer Grofe Volumes

Virtual HD ATA Device Hard Drive 126.99
GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter

Physical Address ‘00:15:5D:07:37:0C

IPv4 Address ‘ 172.20.1.3;10.0.1.3;fe80::c479:f74:16d0:1a95
Default Gateway 110.0.1.1

Endgeréate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
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[ ] . .
\¥ Windows Firewall

Enabled Kein
Domain Setting ‘Off
Private Setting ‘ Off
Public Setting \ Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fur lokales Konto
Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben
UNC PFAD Remark
\\DCO1\ADMIN$ C:\Windows
\DCO01\C$ c
\DCO1\IPC$ |
\\DCO1\NETLOGON C:\Windows\SYSVOL\sysvol\Corp.MyCo.com\

SCRIPTS
\\DCO01\SYSVOL ‘ C:\Windows\SYSVOL\sysvol
Installierte Anwendungen
ANWENDUNGSNAME VERSION
Microsoft Baseline Security Analyzer 2.2 2.2.2170
ScreenConnect Client (2872323bbe412f4c) ‘ 4.1.6060.5144
WMI Tools 1.50.1131.0001

Lizenzschlissel
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Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely
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1.5 - CORP.MYCO.COM\DCO02

Computer IP address
Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 172.20.0.4 10.0.1.4
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
System-Profil
(O Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 8044-2319-1276-6454-1247-3509-49
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \ 1/24/2014 3:36:13 PM
Last Active Directory Check-in \ 3/25/2014 5:23:08 PM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 1024 MB
MHz
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Memory Serial #

unknown 0 MB

MHz

Speichermodul: Memory Bank1 (In Verwendung)

Speichermodul: Memory Bank2 (In Verwendung) unknown 0 MB
MHz

Total Memory 1024 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

I
Q Rl 20 30 40 50 60 T0 80 0 100

Volumes

%

Volume Label Filesystem Kapazitat Genutzt % Genutzt Verflgbar .
Verfluigbar

C: 126.48GB  9.25GB 7.31% 117.23GB 92.69%

Physical Drives

Modell Seriennummer GroRRe Volumes
Microsoft Virtual Disk Hard Drive 126.99
GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter

Physical Address \ 00:15:5D:07:37:09

IPv4 Address ‘ 172.20.0.4;10.0.1.4;fe80::ed31:c216:4b35:3c5e
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
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No antispyware reported by Security Center

Firewall

il - s
‘¥ Windows Firewall

Enabled Ja

Domain Setting Installiert
Private Setting [ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status
Unable to scan
Passwort-Sicherheitsprufung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD Remark

\\DC02\ADMIN$ C:\Windows

\DC02\C$ \ c:\

\DCO2\IPC$ \

\\DCO2\NETLOGON C:\Windows\SYSVOL\sysvol\Corp.MyCo.com\
SCRIPTS

\DC02\SYSVOL \ C:\Windows\SYSVOL\sysvol

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt
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Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely
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1.6 - CORP.MYCO.COM\DCO03

Computer IP address
Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 172.20.0.23
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
System-Profil
(O Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 9445-4395-2879-5746-0168-9165-21
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \ 1/30/2014 12:16:06 AM
Last Active Directory Check-in ‘ 3/31/2014 2:20:05 AM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 1024 MB
MHz
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Memory Serial #

unknown 0 MB

MHz

Speichermodul: Memory Bank1 (In Verwendung)

Speichermodul: Memory Bank2 (In Verwendung) unknown 0 MB
MHz

Total Memory 1024 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

I
Q Rl 20 30 40 50 60 T0 80 0 100

Volumes

%

Volume Label Filesystem Kapazitat Genutzt % Genutzt Verflgbar .
Verfluigbar

C: 126.48 GB 15.22 GB 12.03% 111.26GB 87.97%

Physical Drives

Modell Seriennummer GroRRe Volumes
Microsoft Virtual Disk Hard Drive 126.99
GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address \ 00:15:5D:07:37:0A

IPv4 Address 172.20.0.23;fe80::54da:30ff:b6d6:12d1
Default Gateway ‘ 172.20.0.1

Endgerate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
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No antispyware reported by Security Center

Firewall

il - s
‘¥ Windows Firewall

Enabled Ja

Domain Setting Installiert
Private Setting [ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status
Unable to scan
Passwort-Sicherheitsprifung fur lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD Remark

\\DC03\ADMIN$ C:\Windows

\DCO03\C$ \ c:\

\DCO3\IPC$ \

\\DCO3\NETLOGON C:\Windows\SYSVOL\sysvol\Corp.MyCo.com\
SCRIPTS

\DCO03\SYSVOL \ C:\Windows\SYSVOL\sysvol

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt
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Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely
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1.7 - CORP.MYCO.COM\DELL120720

Computer IP address
Windows 7 Enterprise 10.0.7.78
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 8/1/2013 8:21:39 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit

PROPRIETARY & CONFIDENTIAL PAGE 29 of 353



Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.8 - CORP.MYCO.COM\DEV_2012-CORE

Computer IP address
Hyper-V Server 2012 (x64) unknown (Build 9200) 10.0.7.53
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert

System-Profil

0S Hyper-V Server 2012 (x64) unknown (Build 9200)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 3993-7820-9629-6494-5219-0600-71
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready
Single-core
Not hyper-threaded
OS Install Date 11/4/2013 3:30:06 PM
Last Active Directory Check-in \4/1/2014 12:31:24 AM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 512 MB
MHz
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Memory Serial #

Additional 1 virtual memory slot

Total Memory 512 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

[i] 10 0 30 40 50 60 T0 80 80 100

Volumes

%
Verfugbar

C: 126.66 GB  4.86 GB 3.84% 121.8GB 96.16%

Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar

Physical Drives

Seriennummer Grofe Volumes

Virtual HD ATA Device Hard Drive 126.99
GB

Windows IP Configuration

Unknown Type adapter :

Description Intel 21140-Based PCI Fast Ethernet Adapter (Emulated)
Physical Address ‘00:15:5D:01:EO:19

IPv4 Address ‘ 10.0.7.53;fe80::e85d:5¢c5e:360:5030

Default Gateway 110.0.1.1

Endgeréate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
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[ ] . .
\¥ Windows Firewall

Enabled Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting \ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA

PROBLEM BEWERTUNG PRUFUNG

Passwort-Sicherheitsprifung fir lokales Konto

Prufung: Strong Security
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD RENETS
\\DEV_2012-CORE\ADMIN$ C:\Windows

\DEV_2012-CORE\C$ \ c:\

\DEV_2012-CORE\IPC$ \

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports
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Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.53 JAMIE-PC v

Local

Unable to collect remotely
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1.9 - CORP.MYCO.COM\DEVTFS

Computer IP address
Windows Server 2012 Standard (x64) unknown (Build 9200) 10.0.7.69
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
System-Profil
(O Windows Server 2012 Standard (x64) unknown (Build 9200)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 0934-4413-3928-5790-7124-7782-07
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \ 11/21/2013 10:29:42 AM
Last Active Directory Check-in ‘ 3/31/2014 9:36:15 AM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 3968 MB
MHz
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Memory Serial #

unknown 6272 MB

MHz
Total Memory 10240 MB

Speichermodul: Memory Bank1 (In Verwendung)

Festplattenkapazitaten

Genutzter Speicher in Prozent

%
Verfugbar

C: 126.66 GB  34.57 GB 27.29% 92.09GB 72.71%

Filesystem Kapazitdt ~ Genutzt % Genutzt Verfugbar

Physical Drives

Seriennummer Grofe Volumes

Virtual HD ATA Device Hard Drive 126.99
GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address \ 00:15:5D:07:1C:00

IPv4 Address 110.0.7.69

Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
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NETZWERK-PRUFUNG

%% ] . .
\¥ Windows Firewall

Enabled Kein
Domain Setting ‘Off
Private Setting ‘ Off
Public Setting \Oﬁ

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA

PROBLEM BEWERTUNG PRUFUNG

Passwort-Sicherheitsprifung fur lokales Konto

Prufung: Strong Security
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD REINETLS
\DEVTFS\ADMIN$ C:\Windows

\DEVTFS\C$ ‘ c:\

\DEVTES\IPC$ \

Installierte Anwendungen

Active Directory Rights Management Services Client 2.0 1.0.621.117
AppFabric 1.1 for Windows Server 1.1.2106.32
Microsoft .NET Framework 4 Multi-Targeting Pack 4.0.30319
Microsoft CCR and DSS Runtime 2008 R3 2.2.760
Microsoft Help Viewer 1.1 1.1.40219
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ANWENDUNGSNAME

Microsoft Identity Extensions

Microsoft Report Viewer 2012 Runtime

Microsoft SharePoint Foundation 2013

Microsoft SQL Server 2008 R2 Management Objects
Microsoft SQL Server 2008 R2 Native Client

Microsoft SQL Server 2008 Setup Support Files

Microsoft SQL Server 2012 (64-bit)

Microsoft SQL Server 2012 Data-Tier App Framework
Microsoft SQL Server 2012 Management Objects

Microsoft SQL Server 2012 Management Objects (x64)
Microsoft SQL Server 2012 Native Client

Microsoft SQL Server 2012 Policies

Microsoft SQL Server 2012 RS Add-in for SharePoint
Microsoft SQL Server 2012 Setup (English)

Microsoft SQL Server 2012 Transact-SQL Compiler Service
Microsoft SQL Server 2012 Transact-SQL ScriptDom
Microsoft SQL Server 2012 T-SQL Language Service
Microsoft SQL Server Data Tools — Database Projects — Web installer entry point
Microsoft SQL Server System CLR Types

Microsoft Sync Framework Runtime v1.0 SP1 (x64)

Microsoft System CLR Types for SQL Server 2012

Microsoft System CLR Types for SQL Server 2012 (x64)
Microsoft Team Foundation Server 2013

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219
Microsoft Visual C++ 2010 x86 Runtime - 10.0.40219
Microsoft Visual Studio 2010 Shell (Integrated) - ENU
Microsoft Visual Studio 2010 Shell (Isolated) - ENU

Microsoft Visual Studio Tools for Applications Design-Time 3.0
Microsoft Visual Studio Tools for Applications x64 Runtime 3.0
Microsoft Visual Studio Tools for Applications x86 Runtime 3.0
Microsoft VSS Writer for SQL Server 2012

Prerequisites for SSDT

SQL Server Browser for SQL Server 2012

Visual Studio 2010 Prerequisites - English

WCF Data Services 5.0 (OData v3)

Windows Server AppFabric v1.1 CU1[KB 2671763]LDR

PROPRIETARY & CONFIDENTIAL
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Asset-Detailbericht

VERSION
2.0.1459.0
11.0.2100.60
15.0.4420.1017
10.51.2500.0
10.51.2500.0
10.1.2731.0

11.1.2816.0
11.0.2100.60
11.0.2100.60
11.1.3000.0
11.0.2100.60
11.1.3000.0
11.1.3128.0
11.1.3128.0
11.1.3000.0
11.0.2100.60
10.3.20116.0
10.51.2500.0
1.0.3010.0
11.0.2100.60
11.1.3000.0
12.0.21005.13
9.0.30729.4974
10.0.40219
10.0.40219
10.0.40219
10.0.40219
10.0.40219
10.0.40220
10.0.40220
10.0.40220
11.1.3000.0
11.0.2100.60
11.1.3000.0
10.0.40219
5.0.51212.0
1.1.2106.32
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Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name HTTP SQLServer HTTP
(80/TCP) (1433/TCP) (8080/TCP)

10.0.7.69 DEVTFS v v v

Local

Unable to collect remotely
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1.10 - CORP.MYCO.COM\DEVWIKI

Computer IP address
Windows Server 2003 Service Pack 2 (Build 3790) 10.0.7.62
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Nicht unterstltzte Betriebssysteme

B Anti-Virus nicht installiert

B Anti-Spyware nicht installiert

B VIELE Sicherheits-Patches fehlen auf Computern

System-Profil

(O Windows Server 2003 Service Pack 2 (Build 3790)
Windows Key ‘HTT48—2D2W3—6YMRW—HYDMF—JK8YB
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 6522-4888-4703-2233-6437-6416-39
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
Not 64-bit ready
Single-core
Not hyper-threaded
OS Install Date 2/14/2006 10:08:47 AM
Last Active Directory Check-in ‘4/1/2014 6:33:01 AM

System Memory
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Memory Serial #

unknown 1534 MB

MHz

Speichermodul: Memory BankO (In Verwendung)

Additional 1 virtual memory slot
Total Memory 1534 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

C: 25290
O: 41
] ] I I 1 1 1 ) ] 1 1
] 10 20 30 40 50 60 70 80 a0 100
Volumes
0
LIS Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar /0
rk Verfligbar
& 21.87 GB 5.53 GB 25.29% 16.34GB 74.71%
D: ‘APPS 9.09 GB 0.31GB 3.41% 8.78GB 96.59%

Physical Drives

Modell Seriennummer Type GroRRe Volumes
Virtual HD Hard Drive 30.99 GB
Windows IP Configuration

Unknown Type adapter :

Description Intel 21140-Based PCI Fast Ethernet Adapter (Generic)
Physical Address ‘00:15:5D:01:E0:10

IPv4 Address 110.0.7.75

Default Gateway 110.0.1.1

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter

Physical Address ‘00:15:5D:01:E0:0F

IPv4 Address 110.0.7.62

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

il - .
‘¥ Windows Firewall

Enabled Kein
Domain Setting Off
Private Setting Off
Public Setting ‘ Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Windows Security Updates Failed (critical) 130 security updates are

missing. 5 service packs
or update rollups are
missing.

Passwort-Sicherheitsprifung fur lokales Konto

Prufung: Strong Security
Guest - Weak, Disabled
SUPPORT_388945a0 - Disabled
Angeschlossene Drucker
Keine festgestellt

Freigaben

UNC PFAD RENMES
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PFAD RENES

\DEVWIKI\C$

\DEVWIKINPC$ \
\DEVWIKNADMINS | C:\WINDOWS
\DEVWIKN\D$ \ D:\
\DEVWIKI\dev ‘ E:\Development

Installierte Anwendungen

ANWENDUNGSNAME VERSION
Apache HTTP Server 2.0.55 2.0.55

Dell OpenManage 3.6.0

Dell OpenManage Array Manager

Hyper-V Integration Services (version 6.2.9200.16384) 3.9200.16384
Intel(R) LAN Adapters SNMP Agent 1.00.0000

Intel(R) PRO Network Connections Drivers

MiniTool Partition Wizard Enterprise Edition 6.0

MySQL Administrator 1.1 1.1.8

MySQL Query Browser 1.1 1.1.20

MySQL Server 5.0 5.0.18

PHP 5.1.2

Excelsior Agent 2.1.1058
Symantec Backup Exec Remote Agent for Windows Servers 10.1.5629
TreeSize Free V2.4 2.4

Windows Server 2003 Service Pack 2 20070217.021455

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name HTTP MySQL RDP
(80/TCP) (3306/TCP) (3389/TCP)

10.0.7.62 DEVWIKI v v v

Local

Unable to collect remotely
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1.11 - CORP.MYCO.COM\DHAROLD-PC

Computer IP address
Windows 7 Enterprise 10.0.7.1
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Betriebssystem in erweitertem Support

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 3/26/2014 9:07:14 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.12 - CORP.MYCO.COM\ENGINEERS

Computer IP address
Windows 2000 Server 10.0.1.50
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

0S Windows 2000 Server
Processor ‘
Last Active Directory Check-in ‘ 1/31/2014 10:24:34 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.13 - CORP.MYCO.COM\ENTCERTS

Computer IP address
Windows Server 2012 R2 Datacenter 10.0.1.43
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

0S Windows Server 2012 R2 Datacenter
Processor ‘
Last Active Directory Check-in ‘ 2/12/2014 8:38:33 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.14 - CORP.MYCO.COM\EXCHANGE2013

Computer IP address
Windows Server 2008 R2 Standard 10.0.7.53
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows Server 2008 R2 Standard
Processor ‘
Last Active Directory Check-in ‘ 10/21/2013 1:06:45 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

PROPRIETARY & CONFIDENTIAL
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IP-Adresse Computer-Name RDP

(3389/TCP)
10.0.7.53 JAMIE-PC v

Local

Unable to collect remotely
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1.15 - CORP.MYCO.COM\FILE2012-1

Computer IP address
Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 10.0.1.41
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert

System-Profil

(O Windows Server 2012 R2 Standard (x64) unknown (Build 9600)

Manufacturer ‘Dell Inc./PowerEdge 1900

Service Tag/Serial Number ‘CMHXSDl

Processor Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \ 3/28/2014 4:46:39 PM
Last Active Directory Check-in \4/1/2014 6:27:20 AM

System Memory
Memory Serial # Speed Size

Speichermodul: Memory BankO (In Verwendung) 667 MHz 4096 MB
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Memory Serial #

Speichermodul: Memory Bank1 (In Verwendung) 667 MHz 4096 MB
Total Memory 8192 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

C: A1%

I
1}

20 30 40 a0 60 T a0 ! 100

Volumes
0,
Volume Label Filesystem Kapazitdt ~ Genutzt % Genutzt Verfugbar A)
Verfluigbar
s 127.65GB 11.63 GB 9.11% 116.02GB 90.89%
D: File2012-1 Data 12907.81 64.54 GB 0.50% 12843.27G 99.50%
GB B

Physical Drives

Modell Seriennummer GroRRe Volumes

DELL PERC 5/i SCSI Disk Device 0064b7a9638e5fc81a0 Hard Drive 128 GB
01ddd25f0e401

Microsoft Storage Space Device {435d5bal-b6bb-11e3- Hard Drive 12.6 TB

80b4-0019h9cdd322}

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Network Adapter Multiplexor Driver
Physical Address \90:E2:BA:01:37:EE

IPv4 Address 10.0.1.41fe80::28eb:a4d9:d7be:3de

Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit
Security Center

Antivirus
No antivirus reported by Security Center
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Antispyware
No antispyware reported by Security Center

Firewall

- ] . N
¥ Windows Firewall

Enabled Ja

Domain Setting Installiert
Private Setting [ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fur lokales Konto
Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD REINETLS
\\FILE2012-1\ADMIN$ C:\Windows

\\FILE2012-1\C$ ‘ C:\

\\FILE2012-1\D$ ‘ D:\

\\FILE2012-1\IPC$ \

Installierte Anwendungen

ANWENDUNGSNAME VERSION
CrystalDiskMark 3.0.3a 3.0.3a

Lizenzschlissel
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Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely
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1.16 - CORP.MYCO.COM\FTDELLLAPTOP

Computer IP address
Windows 7 Enterprise 10.0.1.109
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 12/6/2012 1:00:44 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL PAGE 63 of 353



w2 Secareli a

1.17 - CORP.MYCO.COM\FT-LENOVO
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Computer IP address
Windows 8 Enterprise 10.0.7.21
Risk Section

System Risk

Score | o S P I

System Issue Score

System Issue
Score Current| 0

Issues

No issues detected

System-Profil

oS Windows 8 Enterprise
Processor ‘
Last Active Directory Check-in ‘4/1/2014 5:38:18 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.18 - CORP.MYCO.COM\GHAMMOND-LT

NETZWERK-PRUFUNG

Computer IP address
Windows 8 Enterprise 10.0.7.15
Risk Section

System Risk

Score | o S P I

System Issue Score

System Issue
Score Current| 0

Issues

No issues detected

System-Profil

oS Windows 8 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 3/29/2014 6:30:18 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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NETZWERK-PRUFUNG

1.19 - CORP.MYCO.COM\HJOEL-VM-WIN764

Computer IP address
Windows 7 Enterprise 10.0.1.215
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 11/5/2012 1:56:58 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL PAGE 72 of 353



w2 Secareli a

NETZWERK-PRUFUNG

1.20 - CORP.MYCO.COM\HJOEL-WIN764

Computer IP address
Windows 7 Enterprise 10.0.7.66
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘6/15/2013 1:27:01 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgeréate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fur lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote
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1| NETZWERK-PRUFUNG

IP-Adresse Computer-Name HTTP SQLServer RDP

(80/TCP) (1433/TCP) (3389/TCP)
10.0.7.66 HJoel-WIN764 v v v
Local

Unable to collect remotely
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1.21 - CORP.MYCO.COM\HPVO0O

Computer IP address
Windows Server 2008 R2 Enterprise 10.0.1.60
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

(O Windows Server 2008 R2 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 6/16/2013 3:22:20 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.22 - CORP.MYCO.COM\HVO01

Computer IP address
Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 10.0.1.111
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert

System-Profil

(O Windows Server 2012 R2 Standard (x64) unknown (Build 9600)

Manufacturer ‘ Dell Inc./PowerEdge R710

Service Tag/Serial Number ‘ HPVDVL1

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (6 total)
Not hyper-threaded

OS Install Date \ 12/5/2013 3:46:43 PM
Last Active Directory Check-in \4/1/2014 10:12:40 AM

System Memory
Memory Serial # Speed Size

Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
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Memory

Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:

Speichermodul:

Total Memory

Memory Bankl (In Verwendung)

Memory Bank10 (In Verwendung)
Memory Bank11 (In Verwendung)
Memory Bank12 (In Verwendung)
Memory Bank13 (In Verwendung)
Memory Bank14 (In Verwendung)
Memory Bank15 (In Verwendung)
Memory Bank2 (In Verwendung)
Memory Bank3 (In Verwendung)
Memory Bank4 (In Verwendung)
Memory Bank5 (In Verwendung)
Memory Banké (In Verwendung)
Memory Bank?7 (In Verwendung)
Memory Bank8 (In Verwendung)
Memory Bank9 (In Verwendung)

Festplattenkapazitaten

Serial #

Genutzter Speicher in Prozent

15.14%%

42.34%

Asset-Detailbericht

1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz

NETZWERK-PRUFUNG

4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
65536 MB

o =

10 20 30 40 50

Volumes

Volume Label

Filesystem

60

Kapazitat

Genutzt

% Genutzt

Verfugbar

%

HVO1 H

Physical Drives

127.66 GB
3595.87 GB 1522.61 GB

Modell

Seriennummer

19.33 GB

15.14%
42.34%

Verfuigbar
108.33GB 84.86%
2073.26GB  57.66%

Grofe

Volumes

DELL PERC 6/i SCSI Disk Device

DELL PERC 6/i SCSI Disk Device

PROPRIETARY & CONFIDENTIAL

004ee9af2afab0931900 Hard Drive

6aeallb0Oad4b

00982c46248eb093190 Hard Drive

O6aeallb0Oad4b

3.51TB

128 GB
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Windows IP Configuration

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:26:89:58:72:67

IPv4 Address ‘ 10.0.1.111;fe80::18e4:ba5c:a0lc:32fe
Default Gateway ‘ 10.0.1.1

Endgeréate-Sicherheit
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

il . .
¥ Windows Firewall

Enabled Ja

Domain Setting Installiert
Private Setting [ Installiert
Public Setting Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprufung fir lokales Konto
Keine festgestellt

Angeschlossene Drucker

Keine festgestellt
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Freigaben

UNC PFAD REINETLS
\\HVO1\ADMIN$ C:\Windows

\HV01\C$ \ (of

\HVO1\H$ \ H:\

\HVOL\IPC$ \

Installierte Anwendungen

ANWENDUNGSNAME VERSION
Dell OpenManage Systems Management Software (64-Bit) ‘ 7.3.0
ScreenConnect Client (2872323bbe412f4c) ‘ 4.1.6060.5144

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely
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1.23 - CORP.MYCO.COM\HVO02

Computer IP address
Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 10.0.7.27
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
B VIELE Sicherheits-Patches fehlen auf Computern

System-Profil

(O Windows Server 2012 R2 Standard (x64) unknown (Build 9600)

Manufacturer ‘ Dell Inc./PowerEdge R710

Service Tag/Serial Number | GDCDVL1

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (6 total)
Not hyper-threaded

OS Install Date \ 12/5/2013 3:55:52 PM
Last Active Directory Check-in \4/1/2014 9:42:53 PM

System Memory

Memory Serial # Speed Size
Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
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Memory

Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:

Speichermodul:

Total Memory

Memory Bankl (In Verwendung)

Memory Bank10 (In Verwendung)
Memory Bank11 (In Verwendung)
Memory Bank12 (In Verwendung)
Memory Bank13 (In Verwendung)
Memory Bank14 (In Verwendung)
Memory Bank15 (In Verwendung)
Memory Bank2 (In Verwendung)
Memory Bank3 (In Verwendung)
Memory Bank4 (In Verwendung)
Memory Bank5 (In Verwendung)
Memory Banké (In Verwendung)
Memory Bank?7 (In Verwendung)
Memory Bank8 (In Verwendung)

Memory Bank9 (In Verwendung)

Festplattenkapazitaten

14,78

Serial #

Genutzter Speicher in Prozent

33.5%

Asset-Detailbericht

1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz

NETZWERK-PRUFUNG

4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
65536 MB

o =

10 20 30 40 50

Volumes

Volume Label

Filesystem

60

Kapazitat

Genutzt

% Genutzt

Verfugbar

%

HV02 H

Physical Drives

Modell

127.66 GB
3595.87 GB 1204.60 GB

Seriennummer

18.87 GB

14.78%
33.50%

Verfuigbar
108.79GB 85.22%
2391.27GB  66.50%

Grofe

Volumes

DELL PERC 6/i SCSI Disk Device

DELL PERC 6/i SCSI Disk Device

PROPRIETARY & CONFIDENTIAL

00b3d80b2b65e893190 Hard Drive

0286b0fb0ad4b

009b7d6724f5e793190 Hard Drive

0286b0fb0ad4b

3.51TB

128 GB
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NETZWERK-PRUFUNG

Windows IP Configuration

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:26:89:56:2A:DE

IPv4 Address ‘ 10.0.1.121;fe80::4942:d202:d8e7:bf74
Default Gateway ‘ 10.0.1.1

Unknown Type adapter :

Description ‘ Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:26:89:5C:2A:DC

IPv4 Address ‘ 10.0.7.27;fe80::3969:4359:3d2c:a005
Default Gateway ‘ 10.0.1.1

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:15:5D:07:37:04
IPv4 Address ‘ 192.168.1.12;fe80::57a:aa42:5166:2945

Endgerate-Sicherheit
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

@ . .
¥ Windows Firewall

Enabled Kein
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center
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No firewall services found that were not already in Security Center

Firewall

Patch-Status

MBSA

PROBLEM BEWERTUNG PRUFUNG

SQL Server Security Updates Passed No security updates are
missing.

Windows Security Updates Failed (critical) 9 security updates are

missing. 2 service packs
or update rollups are

missing.

Passwort-Sicherheitsprifung fir lokales Konto
Prafung: Strong Security

Guest - Weak, Disabled
Angeschlossene Drucker
Keine festgestellt
Freigaben
UNC PFAD Remark
\\HV02\ADMIN$ C:\Windows
\HV02\C$ \ C:\
\HV02\H$ \ H:\
\HVO02\IPC$ \
Installierte Anwendungen
ANWENDUNGSNAME VERSION
Dell OpenManage Systems Management Software (64-Bit) 7.3.0
ScreenConnect Client (2872323bbe412f4c) ‘ 4.1.6060.5144

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote
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IP-Adresse Computer-Name HTTP RDP

(80/TCP) (3389/TCP)
10.0.7.27 HV02 v v

Local

Unable to collect remotely
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1.24 - CORP.MYCO.COM\HVO03

Computer IP address

Windows Server 2012 Standard (x64) unknown (Build 9200) 10.0.1.139 10.0.1.131
10.0.1.135 10.0.1.132

Risk Section

System Risk
Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert

System-Profil

(O Windows Server 2012 Standard (x64) unknown (Build 9200)
Manufacturer ‘ Dell Inc./PowerEdge R710
Service Tag/Serial Number ‘7V8DVL1
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (6 total)
Not hyper-threaded

OS Install Date 8/6/2013 2:01:04 PM
Last Active Directory Check-in \4/1/2014 9:42:45 PM

System Memory

Memory Serial # Speed Size
Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
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Memory

Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:

Speichermodul:

Total Memory

Memory Bankl (In Verwendung)

Memory Bank10 (In Verwendung)
Memory Bank11 (In Verwendung)
Memory Bank12 (In Verwendung)
Memory Bank13 (In Verwendung)
Memory Bank14 (In Verwendung)
Memory Bank15 (In Verwendung)
Memory Bank2 (In Verwendung)
Memory Bank3 (In Verwendung)
Memory Bank4 (In Verwendung)
Memory Bank5 (In Verwendung)
Memory Banké (In Verwendung)
Memory Bank?7 (In Verwendung)
Memory Bank8 (In Verwendung)
Memory Bank9 (In Verwendung)

Festplattenkapazitaten

Serial #

Genutzter Speicher in Prozent

Asset-Detailbericht

1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz

NETZWERK-PRUFUNG

4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
65536 MB

C: 2T k%
H: 28.38%
L) 1 1 1 1 1 1 L L L 1
1] 10 20 30 40 50 B0 Ta 80 a0
Volumes

Volume Label

Filesystem

Kapazitat

Genutzt

% Genutzt

Verfugbar

%

HVO1 H

Physical Drives

127.66 GB
3595.87 GB 1020.44 GB

Modell

Seriennummer

34.98 GB

27.40%
28.38%

Verfuigbar
92.68GB 72.60%
2575.43GB  71.62%

Grofe

Volumes

DELL PERC 6/i SCSI Disk Device

DELL PERC 6/i SCSI Disk Device
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000c899f289¢c8693190 Hard Drive

0016b0fbOad4b

004b5ef1223d8693190 Hard Drive

0016b0fb0ad4b

3.51TB

128 GB
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Windows IP Configuration

Unknown Type adapter :

Description Broadcom BCM5709C NetXtreme Il GigE (NDIS VBD Client)
Physical Address ‘00:26:89:58:86:C4

IPv4 Address ‘ 10.0.1.139;fe80::edf2:c762:346:98f2

Default Gateway ‘ 10.0.1.1

Unknown Type adapter :

Description ‘ Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:15:5D:01:DF:05

IPv4 Address ‘ 10.0.1.131;fe80::7586:7631:35d2:d111
Default Gateway \ 10.0.1.1

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:15:5D:01:DF:06

IPv4 Address ‘ 10.0.1.132;fe80::d488:ab86:21dc:f17b
Default Gateway ‘ 10.0.1.1

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address \00:15:5D:01:DF:07
IPv4 Address ‘ 10.0.1.133;fe80::35ef:a38¢:532b:2032

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:15:5D:01:DF:08
IPv4 Address ‘ 10.0.1.134;fe80::8cea:1f32:¢38c:c777

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:15:5D:01:DF:09

IPv4 Address ‘ 10.0.1.135;fe80::9815:3b88:3231:92ed
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center
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Antivirus
No antivirus reported by Security Center

Asset-Detailbericht
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Antispyware
No antispyware reported by Security Center

Firewall

oy . .
\¥ Windows Firewall

Enabled Kein
Domain Setting ‘ Off
Private Setting ‘ Off
Public Setting ‘ Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto
Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD REINETLS
\\HVO3\ADMIN$ C:\Windows

\HV03\C$ \ c:\

\HVO3\H$ \ H:\

\HVO3\IPC$ \

Installierte Anwendungen

ANWENDUNGSNAME VERSION
Broadcom NetXtreme Il Driver Installer 15.6.6.3
Dell OpenManage Systems Management Software (64-Bit) ‘ 7.3.0
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ANWENDUNGSNAME VERSION
foghorn Agent 2.0.0023
2.1.1058
4.1.6060.5144

Excelsior Agent
ScreenConnect Client (2872323bbe412f4c)

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely
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1.25 - CORP.MYCO.COM\HV04

Computer IP address

Windows Server 2012 Standard (x64) unknown (Build 9200) 10.0.1.141 10.0.1.149
10.0.1.142 10.0.1.145

Risk Section

System Risk
Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert

System-Profil

(O Windows Server 2012 Standard (x64) unknown (Build 9200)
Manufacturer ‘ Dell Inc./PowerEdge R710
Service Tag/Serial Number ‘6V8DVL1
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (6 total)
Not hyper-threaded

OS Install Date \8/6/2013 2:00:11 PM
Last Active Directory Check-in \4/1/2014 9:43:09 PM

System Memory

Memory Serial # Speed Size
Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
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Memory

Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:

Speichermodul:

Total Memory

Memory Bankl (In Verwendung)

Memory Bank10 (In Verwendung)
Memory Bank11 (In Verwendung)
Memory Bank12 (In Verwendung)
Memory Bank13 (In Verwendung)
Memory Bank14 (In Verwendung)
Memory Bank15 (In Verwendung)
Memory Bank2 (In Verwendung)
Memory Bank3 (In Verwendung)
Memory Bank4 (In Verwendung)
Memory Bank5 (In Verwendung)
Memory Banké (In Verwendung)
Memory Bank?7 (In Verwendung)
Memory Bank8 (In Verwendung)
Memory Bank9 (In Verwendung)

Festplattenkapazitaten

Serial #

Genutzter Speicher in Prozent

20.55%

40.06%

Asset-Detailbericht

1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz

NETZWERK-PRUFUNG

4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
65536 MB

o =

10 20 30 40 50

Volumes

Volume Label

Filesystem

60

Kapazitat

Genutzt

% Genutzt

Verfugbar

%

HVO4 H

Physical Drives

127.66 GB
3595.87 GB 1440.60 GB

Modell

Seriennummer

26.23 GB

20.55%
40.06%

Verfuigbar
101.43GB 79.45%
2155.27GB  59.94%

Grofe

Volumes

DELL PERC 6/i SCSI Disk Device

DELL PERC 6/i SCSI Disk Device

PROPRIETARY & CONFIDENTIAL

003c23582af0e893190 Hard Drive

0306b0fb0ad4b

00b65392237€e893190 Hard Drive

0306b0fb0ad4b

3.51TB

128 GB
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Windows IP Configuration

Unknown Type adapter :

Description Broadcom BCM5709C NetXtreme Il GigE (NDIS VBD Client)
Physical Address ‘00:26:89:SB:BF:OC

IPv4 Address 10.0.1.149;fe80::8c6d:ddal:13ad:fd

Default Gateway ‘ 10.0.1.1

Unknown Type adapter :

Description ‘ Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:01:E0:00

IPv4 Address ‘ 10.0.1.141;fe80::€919:af5c:af75:293b
Default Gateway \ 10.0.1.1

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:15:5D:01:E0:01

IPv4 Address ‘ 10.0.1.142;fe80::2525:e075:9d4f: 7bf
Default Gateway ‘ 10.0.1.1

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address \00:15:5D:01:Eo:02
IPv4 Address 10.0.1.143fe80::f5¢3:9297:8c17:e€9

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:15:5D:01:EO:03
IPv4 Address ‘ 10.0.1.144;fe80::9c07:7aca:72d0:fda0

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address \00:15:5D:01:Eo:04

IPv4 Address 10.0.1.145;fe80::34ad:b600:194a:1206
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center

PROPRIETARY & CONFIDENTIAL PAGE 95 of 353



[a fa&aa/‘e: ‘

Antivirus
No antivirus reported by Security Center

Asset-Detailbericht
NETZWERK-PRUFUNG

Antispyware
No antispyware reported by Security Center

Firewall

oy . .
\¥ Windows Firewall

Enabled Kein
Domain Setting ‘ Off
Private Setting ‘ Off
Public Setting ‘ Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fur lokales Konto
Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD Remark
\\HVO4\ADMIN$ C:\Windows

\HV04\C$ \ C\

\HVO4\H$ HA

\HVOA\IPC$ |

\HVO04\Temp ‘ H:\Temp

Installierte Anwendungen

ANWENDUNGSNAME VERSION

Broadcom NetXtreme Il Driver Installer 15.6.6.3
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VERSION

ANWENDUNGSNAME

Dell OpenManage Systems Management Software (64-Bit) 7.3.0
foghorn Agent 2.0.0023
2.1.1058

ExcelsiorGateway

ScreenConnect Client (2872323bbe412f4c) 4.1.6060.5144

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote
Keine festgestellt

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL PAGE 97 of 353



Asset-Detailbericht
NETZWERK-PRUFUNG

[ataSee Me/ "“

1.26 - CORP.MYCO.COM\HVO05

Computer IP address
Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 10.0.7.61
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert

System-Profil

(O Windows Server 2012 R2 Standard (x64) unknown (Build 9600)

Manufacturer ‘ Dell Inc./PowerEdge R710

Service Tag/Serial Number ‘4DCDVL1

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (6 total)
Not hyper-threaded

OS Install Date \ 12/5/2013 6:15:08 PM
Last Active Directory Check-in \4/1/2014 8:17:37 PM

System Memory
Memory Serial # Speed Size

Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
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Memory

Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:
Speichermodul:

Speichermodul:

Total Memory

Memory Bankl (In Verwendung)

Memory Bank10 (In Verwendung)
Memory Bank11 (In Verwendung)
Memory Bank12 (In Verwendung)
Memory Bank13 (In Verwendung)
Memory Bank14 (In Verwendung)
Memory Bank15 (In Verwendung)
Memory Bank2 (In Verwendung)
Memory Bank3 (In Verwendung)
Memory Bank4 (In Verwendung)
Memory Bank5 (In Verwendung)
Memory Banké (In Verwendung)
Memory Bank?7 (In Verwendung)
Memory Bank8 (In Verwendung)
Memory Bank9 (In Verwendung)

Festplattenkapazitaten

Serial #

Genutzter Speicher in Prozent

Asset-Detailbericht

1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz
1333 MHz

NETZWERK-PRUFUNG

4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
4096 MB
65536 MB

Volumes

Volume Label

30 40 50

Filesystem

60

Kapazitat

Genutzt

% Genutzt

Verfugbar

%

HV05 H

Physical Drives

127.66 GB
3595.87 GB 100.28 GB

Modell

Seriennummer

19.46 GB

15.24%
2.79%

Verfuigbar
108.2GB 84.76%
3495.59GB  97.21%

Grofe

Volumes

DELL PERC 6/i SCSI Disk Device

DELL PERC 6/i SCSI Disk Device

PROPRIETARY & CONFIDENTIAL

00c743d52916€993190 Hard Drive

09bc411b0ad4b

0092350425c6€893190 Hard Drive

09bc411b0ad4b

3.51TB

128 GB
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Windows IP Configuration

Unknown Type adapter :

Description Broadcom BCM5709C NetXtreme Il GigE (NDIS VBD Client)
Physical Address ‘00:26:89:5C:0D:64

IPv4 Address ‘ 10.0.7.61;fe80::e8d0:4753:3951:e84a

Default Gateway ‘ 10.0.1.1

Unknown Type adapter :

Description ‘ Microsoft Network Adapter Multiplexor Driver
Physical Address ‘00:26:89:5C:OD:66

IPv4 Address ‘ 10.0.1.151;fe80::5dc0:2289:4c28:b4cl
Default Gateway ‘ 10.0.1.1

Endgeréate-Sicherheit
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

S ] . .
‘¥ Windows Firewall

Enabled Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status
MBSA

PROPRIETARY & CONFIDENTIAL PAGE 100 of 353



[ataSecarefv 1

NETZWERK-PRUFUNG

PROBLEM BEWERTUNG PRUFUNG

Passwort-Sicherheitsprifung fur lokales Konto

Prufung: Strong Security
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD Remark
\\HVO5\ADMIN$ C:\Windows

\HVO05\C$ \ c:\

\HVO05\H$ \ H:\

\HVO5\IPC$ \

Installierte Anwendungen

ANWENDUNGSNAME VERSION
Dell OpenManage Systems Management Software (64-Bit) 7.3.0
ScreenConnect Client (2872323bbe412f4c) 4.1.6060.5144

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.61 MYCODEMO v

Local

Unable to collect remotely
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1.27 - CORP.MYCO.COM\HV2012-1

Computer IP address
Windows Server 2012 Standard 10.0.1.62
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

(OFS] Windows Server 2012 Standard
Processor ‘
Last Active Directory Check-in ‘ 1/31/2014 11:13:15 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt

PROPRIETARY & CONFIDENTIAL
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Local

Unable to collect remotely
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1.28 - CORP.MYCO.COM\HYPERV-02

Computer IP address
Windows Server 2008 R2 Enterprise 10.0.1.90
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

(O Windows Server 2008 R2 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 11/1/2012 2:47:11 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.29 - CORP.MYCO.COM\HYPERV-03

Computer IP address
Windows Server 2008 R2 Enterprise 10.0.1.90
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

(O Windows Server 2008 R2 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 11/2/2012 9:54:40 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.30 - CORP.MYCO.COM\ISA1

Computer IP address
Windows Server 2003 10.0.1.6
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Nicht unterstltzte Betriebssysteme

System-Profil

oS Windows Server 2003

Windows Key | M8266-7XP62-VVHTD-DQ8R7-QK6RY
Processor \ Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
Last Active Directory Check-in \ 3/23/2014 5:56:23 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt
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Endgeréate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprufung fir lokales Konto
Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

ANWENDUNGSNAME VERSION

Adam Instance ISASTGCTRL

Hyper-V Integration Services (version 6.2.9200.16384) 3.9200.16384
Microsoft .NET Framework 2.0 Service Pack 2 2.2.30729
Microsoft .NET Framework 3.0 Service Pack 2 3.2.30729
Microsoft .NET Framework 3.5 SP1

Microsoft ISA Server 2006 5.0.5720
Microsoft SQL Server Desktop Engine (Microsoft ISA Server 2006 instance) 8.00.2039
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ANWENDUNGSNAME VERSION
MiniTool Partition Wizard Enterprise Edition 6.0
Windows Imaging Component 3.0.0.0

Windows Internet Explorer 8 20090308.140743

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL PAGE 113 of 353



Asset-Detailbericht
NETZWERK-PRUFUNG

1.31 - CORP.MYCO.COM\JAGA

Computer IP address
Windows Server 2003 Service Pack 2 (Build 3790) 10.0.7.67
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Nicht unterstltzte Betriebssysteme
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
System-Profil
(O Windows Server 2003 Service Pack 2 (Build 3790)
Windows Key ‘HTT48-2D2W3-6YMRW-HYDMF-JK8YB
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 0714-8774-9997-4993-9929-5585-66
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

Not 64-bit ready

Single-core

Not hyper-threaded
OS Install Date 2/11/2006 4:15:52 PM
Last Active Directory Check-in ‘4/1/2014 9:36:53 PM
System Memory
Memory Serial # Speed Size
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Memory Serial #

unknown 1024 MB

MHz

Speichermodul: Memory BankO (In Verwendung)

Additional 1 virtual memory slot
Total Memory 1024 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

C: 11
E 53.5%
I 1 ] L 1 L] 1 L) 1 ] 1
[ 10 20 30 a0 50 &0 70 &l a0 100
Volumes
0
LTS Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar /0
rk Verfligbar
C: 10 GB 10.00 GB  100.00% 0GB 0.00%
E: ‘ Data 23.89GB 12.78GB 53.50% 11.11GB 46.50%

Physical Drives

Modell Seriennummer Type GroRRe Volumes
Virtual HD Hard Drive 33.91 GB
Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter

Physical Address ‘00:15:5D:01:E0:2A

IPv4 Address 110.0.7.67

Default Gateway 110.0.1.1

Endgeréate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center
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Antispywar
No antispyware reported by Security Center

Firewall

il - s
‘¥ Windows Firewall

Enabled Kein
Domain Setting Off
Private Setting Off
Public Setting ‘ Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot load security CAB
file.
Passwort-Sicherheitsprifung fir lokales Konto
Prifung: Strong Security
Guest - Weak, Disabled
SUPPORT_388945a0 - Disabled
Angeschlossene Drucker
Keine festgestellt
Freigaben
UNC PFAD Remark
\WAGAVJAGA.LOG C:\Program Files\Exchsrvr\JAGA.log
\\WJAGA\TemplatesBackups ‘ E:\SNARFs Templates Backups
WAGA\C$ \ c:\
\JAGA\Share ‘ C:\Share
\WJAGA\Pandora ‘ C:\Program Files\MyCo\Pandora
\\JAGA\DbBackups ‘ E:\SNARFs Database Backups
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\\JAGA\vbscript
\WJAGA\IPC$
\WJAGA\Resources$
\WJAGA\ADMINS$
\WAGA\E$
\\JAGA\Address

Installierte Anwendungen

ANWENDUNGSNAME

L)
Vo
*
y - Asset-Detailbericht
*en NETZWERK-PRUFUNG

RENES

‘ C:\Program Files\Exchsrvr\res

‘C:\WINDOWS

‘ C:\Program Files\Exchsrvr\address

VERSION

BCM V.92 56K Modem

Broadcom Management Programs
CCleaner (remove only)

Dell OpenManage

Dell OpenManage Array Manager

foghorn Agent

foghorn Server

Hyper-V Integration Services (version 6.2.9200.16384)

J2SE Development Kit 5.0 Update 13

J2SE Runtime Environment 5.0 Update 13
Microsoft .NET Framework 2.0 Service Pack 2
Microsoft .NET Framework 3.0 Service Pack 2
Microsoft .NET Framework 3.5 SP1

Microsoft Exchange

Network Console

PowerGUI MobileShell 2.0 BETA

Excelsior Agent

Excelsior Explorer

ScreenConnect Client (2872323bbe412f4c)
UltraVNC 1.0.8.2

Windows Imaging Component

Windows Internet Explorer 8

Windows Management Framework Core
Windows Search 4.0

Windows Server 2003 Service Pack 2
Windows Support Tools

Lizenzschlissel

PROPRIETARY & CONFIDENTIAL

3.6.0

2.0.0015
1.00.0000
3.9200.16384
1.5.0.130
1.5.0.130
2.2.30729
3.2.30729

8.00.172
2.0.0.976
2.1.1041

2.1.1041
4.1.6060.5144
1.0.8.2

3.0.0.0
20090308.140743

04.00.6001.503
20070217.021455
5.2.3790
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NETZWERK-PRUFUNG

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name HTTP RDP HTTP
(80/TCP) (3389/TCP) (8080/TCP)

10.0.7.67 MYCODEMO v v v

Local

Unable to collect remotely
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1.32 - CORP.MYCO.COM\JAMIE-PC

Computer IP address
Windows 7 Enterprise 10.0.7.53
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

® |naktive Computer

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 6/25/2013 4:51:37 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

PROPRIETARY & CONFIDENTIAL
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IP-Adresse Computer-Name RDP

(3389/TCP)
10.0.7.53 JAMIE-PC v

Local

Unable to collect remotely
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1.33 - CORP.MYCO.COM\JIM-WIN7

Computer IP address
Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.7.63
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Betriebssystem in erweitertem Support

System-Profil

0S Windows 7 Enterprise (x64) Service Pack 1 (Build 7601)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 7242-6114-4960-1418-0345-9017-97
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date \ 8/12/2013 8:57:44 AM
Last Active Directory Check-in \4/1/2014 12:15:27 PM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 3968 MB
MHz
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Memory Serial # Speed

unknown 2176 MB

MHz
Total Memory 6144 MB

Speichermodul: Memory Bank1 (In Verwendung)

Festplattenkapazitaten
Genutzter Speicher in Prozent

I T T T T T I T T T 1
Q 1m0 20 30 40 S0 60 T0 a0 a0 100

Volumes

%

: 0 .
Volume Label Filesystem Kapazitat Genutzt % Genutzt Verflgbar Verfugbar

C: 126.9GB  25.90 GB 20.41% 101GB 79.59%

Physical Drives

Seriennummer Grofe Volumes
Virtual HD ATA Device 2020202020202020202 Hard Drive 126.99

0202020202020202020 GB

20

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address \00:15:5D:01:Eo:13

IPv4 Address 110.0.7.63

Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware

¥ windows Defender
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NETZWERK-PRUFUNG
& windows Defender

Enabled ‘ Ja
Up-to-date ‘ Kein

Firewall

S ] . .
\¥ Windows Firewall

Enabled ‘Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto

Prufung: Potential Risk
Administrator - Weak, Disabled
Guest - Weak, Disabled
jim - Does not meet account policy

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD RENETS
\WIM-WIN7\ADMIN$ C:\Windows

WJIM-WIN7\C$ \ c:\
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\JIM-WIN7\IPC$

Installierte Anwendungen

ANWENDUNGSNAME VERSION
Ipswitch Dashboard 1.0.2 1.02.0000
Ipswitch TFTP Server 1.0.31
Ipswitch WhatsUp Gold v16.2.1 16.2.1141
Microsoft .NET Framework 4 Client Profile 4.0.30319
Microsoft .NET Framework 4 Extended 4.0.30319
Microsoft Office Professional Plus 2010 14.0.4763.1000
Microsoft SQL Server 2008 R2

Microsoft SQL Server 2008 R2 Native Client 10.52.4000.0
Microsoft SQL Server 2008 R2 Setup (English) 10.52.4000.0
Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0
Microsoft SQL Server Browser 10.52.4000.0
Microsoft SQL Server VSS Writer 10.52.4000.0
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319 10.0.30319

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name HTTP RDP
(80/TCP) (3389/TCP)

10.0.7.63 JIM-WIN7 v v

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL PAGE 125 of 353



Asset-Detailbericht
NETZWERK-PRUFUNG

1.34 - CORP.MYCO.COM\JIM-WIN8

Computer IP address
Windows 8.1 Enterprise (x64) unknown (Build 9600) 10.0.7.44
Risk Section

System Risk

Score

System Issue Score

System Issue
Score Current| 0

Issues

No issues detected

System-Profil

0S Windows 8.1 Enterprise (x64) unknown (Build 9600)
Manufacturer ‘ Hewlett-Packard/700-027¢
Processor Intel(R) Core(TM) i5-3330S CPU @ 2.70GHz

64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 11/21/2013 10:07:40 AM
Last Active Directory Check-in \4/1/2014 7:12:43 PM

System Memory

Serial # Speed
Speichermodul: Memory BankO (In Verwendung) 1600 MHz 4096 MB
Speichermodul: Memory Bank1 (In Verwendung) 1600 MHz 8192 MB
Total Memory 12288 MB
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Festplattenkapazitaten

Genutzter Speicher in Prozent

I
[i} 10 20 30 40 50 60 70 80 0 100

Volumes

%

Volume Label Filesystem Kapazitdt ~ Genutzt % Genutzt Verfugbar 70
Verfluigbar

C: 931 GB 98.30 GB 10.56% 832.7GB 89.44%

Physical Drives

Seriennummer Grofe Volumes
WDC WD10EZEX-60ZF5A0 W -DCW1C4S352010 Hard Drive 931.51
GB

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address \ 74:46:A0:96:9D:27

IPv4 Address ‘ 10.0.7.44;fe80::c18b:1a25:db41:7e4c
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
Enabled Ja
Up-to-date Ja
Antispyware
¥ windows Defender
Enabled Ja
Up-to-date ‘ Ja
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Firewall

il - s
‘¥ Windows Firewall

Enabled Ja

Domain Setting [ Installiert
Private Setting [ Installiert
Public Setting [ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto
Prufung: Strong Security

Administrator - Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD Remark
\JIM-WINS\ADMIN$ C:\WINDOWS

\JIM-WIN8\C$ \ C:\

\JIM-WIN8\IPC$ \

\\JIM-WIN8\print$ ‘ C:\WINDOW S\system32\spool\drivers

Installierte Anwendungen
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ANWENDUNGSNAME

7-Zip 9.20 (x64 edition)

Adobe AIR

Adobe Community Help

Adobe Creative Suite 5 Master Collection

Adobe Flash Player 10 ActiveX

Adobe Flash Player 10 Plugin

Adobe Media Player

Adobe Reader Xl (11.0.06)

Bomgar Representative Client [nsremote. WESTridge.com]
Cisco WebEx Meetings

Citrix Online Launcher

ConnectWise Internet Client 64-bit

ExamDiff 1.9 (Build 1.9.0.2)

FileZilla Client 3.7.4.1

foghorn Agent

Google Chrome

Intel(R) Processor Graphics

Java 7 Update 45

Juniper Networks Setup Client Activex Control

Microsoft Baseline Security Analyzer 2.3

Microsoft Lync 2010

Microsoft Office 365 ProPlus - en-us

Microsoft Office Professional Plus 2010

Microsoft Online Services Sign-in Assistant

Microsoft Silverlight

Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030
Mozilla Firefox 25.0.1 (x86 en-US)

Mozilla Maintenance Service

Notepad++

PHP 5.3.27

PowerlSO

Excelsior Agent

Excelsior Explorer

Quick Screen Capture 3.0

Terminals

Windows Azure Active Directory Module for Windows PowerShell
XAMPP
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Asset-Detailbericht

VERSION
9.20.00.0
1.5.3.9120
3.0.0.400
5.0
10.1.52.14
10.1.52.14
1.8
11.0.06

1.0.135

13.4

1.9.0.2
3.741
2.0.0023
33.0.1750.154
10.18.10.3325
7.0.450
2.0.0.3
2.3.2208
4.0.7577.4384
15.0.4551.1512
14.0.4763.1063
7.250.4551.0
5.1.20913.0
9.0.21022
11.0.61030.0
25.0.1

25.0.1

6.5

5.3.27

5.7

2.1.1058
3.0.1074

3.0

3.3.0

1.0.0

1.8.2-3
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Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name HTTP HTTPS RDP
(80/TCP) (443/TCP) (3389/TCP)

10.0.7.44 JIM-WIN8 v v v

Local

Unable to collect remotely
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1.35 - CORP.MYCO.COM\JOES-PC

Computer IP address
Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.7.90
Risk Section

System Risk

Score

System Issue Score

System Issue
Score Current| 0

Issues

No issues detected

System-Profil

0S Windows 8 Enterprise (x64) unknown (Build 9200)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 9859-9839-0346-4617-4349-8561-42
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \ 7/8/2013 11:33:50 AM
Last Active Directory Check-in \ 3/31/2014 7:37:07 PM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 512 MB
MHz

Additional 1 virtual memory slot
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Memory Serial #

Total Memory 512 MB

Festplattenkapazitaten
Genutzter Speicher in Prozent

I T T T T T I T T T 1
1} 1 20 30 40 S0 60 0 a0 Y 100

9.39%

Volumes

%

Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar

Verfugbar
(S5 126.66 GB 37.22 GB 29.39% 89.44GB 70.61%

Physical Drives

Modell Seriennummer GroRRe Volumes
Virtual HD ATA Device Hard Drive 126.99
GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:01:DF:01

IPv4 Address ‘ 10.0.7.90;fe80::45cd:40f4:ed10:f421
Default Gateway 110.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus

@ windows Defender

Enabled ‘ Ja
Up-to-date ‘ Ja
Antispyware

@ windows Defender
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NETZWERK-PRUFUNG
& windows Defender

Enabled ‘ Ja
Up-to-date ‘ Ja

Firewall

S ] . .
\¥ Windows Firewall

Enabled ‘Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto
Prufung: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD RENETS
\WJOES-PC\ADMIN$ C:\Windows

\JOES-PC\C$ \ c:\

\JOES-PC\IPC$ \
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Installierte Anwendungen

ANWENDUNGSNAME VERSION

Google Chrome 33.0.1750.154

Microsoft Office 365 ProPlus - en-us ‘ 15.0.4569.1508

Visual CertExam Suite

WInRAR 5.00 (64-bit) 5.00.0

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.90 JOES-PC v

Local

Unable to collect remotely
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1.36 - CORP.MYCO.COM\MARKETING-1

Computer IP address
Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.7.29
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Anti-Virus nicht installiert
B Betriebssystem in erweitertem Support
System-Profil
0S Windows 7 Enterprise (x64) Service Pack 1 (Build 7601)
Manufacturer | HP-Pavilion/BQ466AA-ABA s5510f
Service Tag/Serial Number ‘ DM0001
Processor AMD Athlon(tm) Il X2 240 Processor

64-bit ready

Multi-core (2 total)

Not hyper-threaded
OS Install Date 1/29/2013 7:36:14 PM
Last Active Directory Check-in \4/1/2014 5:25:18 PM
System Memory
Memory Serial # Speed Size

Speichermodul: Memory BankO (In Verwendung) 800 MHz 1024 MB
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Memory Serial #

Speichermodul: Memory Bank1 (In Verwendung) 800 MHz 2048 MB
Total Memory 3072 MB

Festplattenkapazitaten
Genutzter Speicher in Prozent

I T T J T T T T T T 1
0 10 20 30 40 a0 60 70 80 80 100

Volumes

%

: 0 .
Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar Verfugbar

C: 63.9 GB 58.77 GB 91.97% 5.13GB 8.03%

Physical Drives

Seriennummer Grofe Volumes
WDC WD15 00ADFD-00NLR SCSI Disk |WD-WMAP41191196  Hard Drive 139.73
Device GB
Generic- Multi-Card USB Device 0B

Windows IP Configuration

Unknown Type adapter :

Description NVIDIA nForce 10/100 Mbps Ethernet
Physical Address ‘70:71:BC:17:1A:04

IPv4 Address 110.0.7.29;fe80::71c2:34a9:3a51:831e
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

@ windows Defender
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NETZWERK-PRUFUNG

& windows Defender

Enabled ‘ Ja
Up-to-date ‘ Ja

Firewall

=Y

Windows Firewall

Enabled ‘Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto
Prufung: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

(Von WMI)
IP-Adresse Druckername Zugegriffen von Ort Ort
10.0.7.29 HP Officejet Pro
K8600 Series (Copy
1)
10.0.7.29 HP Officejet Pro
K8600 Series
10.0.7.29 HP Officejet Pro 8600
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IP-Adresse Druckername Zugegriffen von

Plus

10.0.7.29 Brother-MFC9320 CW

10.0.7.29 Brother MFC-9320CW

Freigaben

UNC PFAD Remark
\\MARKETING-1\ADMIN$ C:\Windows

\MARKETING-1\C$ c

\\MARKETING-1\IPC$ |

Installierte Anwendungen

ANWENDUNGSNAME VERSION
Adobe Flash Player 12 ActiveX 12.0.0.77
Adobe Flash Player 12 Plugin 12.0.0.77
Adobe Reader Xl (11.0.05) 11.0.05
Citrix Online Launcher 1.0.117
Crystal Reports Basic for Visual Studio 2008 10.5.0.0
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5.0.0
DAEMON Tools Lite 4.48.1.0347
Google Chrome 33.0.1750.154
Malwarebytes Anti-Malware version 1.75.0.1300 1.75.0.1300
Microsoft .NET Compact Framework 2.0 SP2 2.0.7045
Microsoft .NET Compact Framework 3.5 3.5.7283
Microsoft .NET Framework 4.5.1 4.5.50938
Microsoft Device Emulator (64 bit) version 3.0 - ENU 9.0.21022

Microsoft Document Explorer 2008

Microsoft Lync 2010

4.0.7577.4419

Microsoft Mouse and Keyboard Center 2.0.162.0
Microsoft Office Professional Plus 2010 14.0.7015.1000
Microsoft Online Services Sign-in Assistant 7.250.4303.0
Microsoft Silverlight 5.1.30214.0
Microsoft SQL Server 2005

Microsoft SQL Server 2008 Management Objects 10.0.1600.22
Microsoft SQL Server Compact 3.5 for Devices ENU 3.5.5386.0
Microsoft SQL Server Compact 3.5 SP1 Design Tools English 3.5.5692.0
Microsoft SQL Server Compact 3.5 SP1 English 3.5.5692.0
Microsoft SQL Server Database Publishing Wizard 1.3 10.0.1600.22
Microsoft SQL Server Native Client 9.00.5000.00
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ANWENDUNGSNAME VERSION
Microsoft SQL Server Setup Support Files (English) 9.00.5000.00
Microsoft SQL Server VSS Writer 9.00.5000.00
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161

Microsoft Visual Studio 2008 Professional Edition - ENU
Microsoft Visual Studio 2008 Remote Debugger - ENU

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0.30729
Microsoft Visual Studio 2008 Team Explorer - ENU

Microsoft Visual Studio Web Authoring Component 12.0.4518.1066
Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5.21022
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1.5288.17011
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense |6.1.5288.17011
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1.5294.17011
Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1.5294.17011
Mozilla Firefox 25.0.1 (x86 en-US) 25.0.1

Mozilla Maintenance Service 25.0.1

MySQL Connector Net 6.4.3 6.4.3

NVIDIA Drivers 1.6

NVIDIA Graphics Driver 307.83 307.83

NVIDIA Update 1.10.8 1.10.8

Open XML SDK 2.0 for Microsoft Office 2.0.5022
PicPick 3.2.9

Realtek High Definition Audio Driver 6.0.1.6196
SQL Server System CLR Types 10.0.1600.22
TeamViewer 8 8.0.26038
Visual C++ 2008 IA64 Runtime - v9.0.30729.01 9.0.30729.01
Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0.30729.01
Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0.30729.01

Visual C++ 2008 x86 Runtime - v9.0.30729.4148
Visual C++ 2008 x86 Runtime - v9.0.30729.6161
Visual Studio .NET Prerequisites - English

Visual Studio 2005 Tools for Office Second Edition Runtime

Visual Studio Tools for the Office system 3.0 Runtime

Windows Mobile 5.0 SDK R2 for Pocket PC
Windows Mobile 5.0 SDK R2 for Smartphone
WiInRAR 5.00 (32-bit)

WInRAR 5.00 (64-bit)
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Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.29 MARKETING-1 v

Local

Unable to collect remotely
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1.37 - CORP.MYCO.COM\MELKINS-HP

Computer IP address
Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.7.26
Risk Section

System Risk

Score

System Issue Score

System Issue
Score Current| 0

Issues

No issues detected

System-Profil

0S Windows 8 Enterprise (x64) unknown (Build 9200)

Manufacturer ‘ Hewlett-Packard/p7-1047c

Service Tag/Serial Number ‘3CR1251F51

Processor Intel(R) Core(TM) i5-2400S CPU @ 2.50GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \ 2/4/2014 10:54:20 AM
Last Active Directory Check-in \3/31/2014 10:14:08 PM

System Memory

Serial # Speed
Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
Speichermodul: Memory Bank1 (In Verwendung) 1333 MHz 2048 MB
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Memory Serial #

Total Memory 6144 MB

Festplattenkapazitaten
Genutzter Speicher in Prozent

I T T T T T I T T T 1
1} 1 20 30 40 S0 60 0 a0 Y 100

Volumes

%

: 0 .
Volume Label Filesystem ‘Kapaznat Genutzt % Genutzt Verfugbar Verfugbar

C: 74.5 GB 45.34 GB 60.86% 29.16GB 39.14%

Physical Drives

Modell Seriennummer GrofRle Volumes
Generic- Compact Flash USB Device 058F63626471 0B

Generic- SD/MMC USB Device ‘058F63626470 0B

Generic- MS/MS-Pro USB Device ‘058F63626473 0B

Maxtor 6YO80MO ‘2YQ3W7CG Hard Drive 74.5 GB

Generic- SM/xD-Picture USB Device ‘058F63626472 0B

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address ‘E0:69:95:E3:15:BG

IPv4 Address ‘ 10.0.7.26;fe80::28c4:9632:1b7a:de2a
Default Gateway 110.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus

& Windows Defender
Enabled Ja

PROPRIETARY & CONFIDENTIAL PAGE 142 of 353



[ataSecare

Asset-Detailbericht
NETZWERK-PRUFUNG

& windows Defender

Up-to-date ‘ Ja

Antispyware

& Windows Defender

Enabled Ja
Up-to-date ‘ Ja

Firewall

oL .
‘¥ Windows Firewall

Enabled Ja

Domain Setting Installiert
Private Setting [ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto

Prufung: Strong Security
Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben
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PFAD RENES
C:\Windows

\MELKINS-HP\ADMIN$
\MELKINS-HP\C$ \ c:\
\MELKINS-HP\IPC$ \

Installierte Anwendungen

ANWENDUNGSNAME VERSION
Brother MFL-Pro Suite MFC-9320CW 2.0.1.0

Citrix Online Launcher 1.0.168

Foxit Reader 6.1.4.217

Free Script Editor 3.0

Microsoft Office Professional Plus 2013 15.0.4420.1017
Excelsior Explorer 3.0.1074
Realtek High Definition Audio Driver 6.0.1.6088
Terminals 3.4.0.0

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.26 MELKINS-HP v

Local

Unable to collect remotely
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1.38 - CORP.MYCO.COM\MIGTEST

Computer IP address
Windows 7 Enterprise 10.0.1.90
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 10/23/2012 2:51:48 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.39 - CORP.MYCO.COM\MMAYHEMON1

Computer IP address
Windows Vista Business (x86) Service Pack 2 (Build 6002) 10.0.7.31
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues
B Anti-Virus nicht installiert

B VIELE Sicherheits-Patches fehlen auf Computern
B Betriebssystem in erweitertem Support

System-Profil

(O Windows Vista Business (x86) Service Pack 2 (Build 6002)

Windows Key ‘2KHQH-FXVKW-XHQHZ-F7WMY-YXPRH

Manufacturer \ HP-Pavilion/FQ568AA-ABA s3700f

Processor AMD Athlon(tm) 64 X2 Dual Core Processor 5000+
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date \4/12/2009 7:14:15 PM
Last Active Directory Check-in ‘4/1/2014 5:51:41 PM

System Memory

Memory Serial # Speed Size
Speichermodul: Memory BankO (In Verwendung) 800 MHz 1024 MB
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NETZWERK-PRUFUNG
Memory Serial #

Speichermodul: Memory Bank1 (In Verwendung) 800 MHz 2048 MB
Total Memory 3072 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

Volumes
. o - %
0,
Volume Label Filesystem Kapazitdt ~ Genutzt % Genutzt Verfugbar Verfigbar
G HP 286.43GB 270.18 GB  94.33% 16.25GB 5.67%
D: FACTORY_IMAGE 11.66 GB 10.07 GB 86.36% 1.59GB 13.64%

Physical Drives

Seriennummer GroRRe Volumes
WDC WD32 00AAJS-65M0A SCSI Disk Hard Drive 298.09
Device GB
Generic- Compact Flash USB Device ‘ 0B
Generic- MS/MS-Pro USB Device ‘ 0B
Generic- SD/MMC USB Device ‘ 0B
Generic- SM/xD-Picture USB Device ‘ 0B

Windows IP Configuration

Unknown Type adapter :

Description NVIDIA nForce 10/100 Mbps Ethernet
Physical Address ‘00:24:8(3:4A:53:83

IPv4 Address ‘ 10.0.7.31;fe80::983b:94ca:da95:a5a2
Default Gateway 110.0.1.1

Endgeréate-Sicherheit

Security Center
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Antivirus
No antivirus reported by Security Center

Antispyware
¥ Windows Defender
Enabled Kein
Up-to-date ‘ Ja
Firewall

No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA

PROBLEM BEWERTUNG PRUFUNG

Bing Security Updates Passed No security updates are
missing.

Developer Tools, Runtimes, and Redistributables Failed (critical) 1 security updates are

Security Updates missing.

Microsoft Lync Server and Microsoft Lync Security Failed (critical) 1 security updates are

Updates missing. 1 service packs
or update rollups are
missing.

Office Communications Server And Office Communicator | Passed No security updates are

Security Updates missing.

Office Security Updates Failed (critical) 15 security updates are
missing.

Silverlight Security Updates Failed (critical) 1 security updates are
missing.

SQL Server Security Updates Passed No security updates are
missing.

Windows Security Updates Failed (critical) 67 security updates are

missing. 2 service packs
or update rollups are
missing.

Passwort-Sicherheitsprufung fir lokales Konto
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Prufung: Strong Security
Guest - Weak, Disabled

Angeschlossene Drucker

(Von WMI)
IP-Adresse Druckername Zugegriffen von
10.0.7.31 hp LaserJet 1320 PCL
5
Freigaben
UNC PFAD Remark
\\MmayhemON1\ADMIN$ ‘ C:\Windows
\MmayhemON1\C$ ‘ c:\
\\MmayhemON1\D$ \ D:\

\\MmayhemON1\IPC$ ‘

Installierte Anwendungen

ANWENDUNGSNAME VERSION

Acrobat.com 2.0.0.0
Adobe Acrobat XI Pro 11.0.00
Adobe AIR 3.1.0.4880
Adobe Dreamweaver CS5.5 11.5

Adobe Dreamweaver CS6 12

Adobe Flash Player 11 ActiveX 11.1.102.55
Adobe Help Manager 4.0.244
Adobe Photoshop 5.0 Limited Edition 5.0

Adobe Reader 9.1 9.1.0
Adobe Widget Browser 2.0 Build 230
Apple Application Support 234

Apple Mobile Device Support 6.1.0.13
Apple Software Update 2.1.3.127
Bing Bar 7.0.822.0
Bonjour 3.0.0.10
Chaver-ware 4 4
Chaver-ware 5 5.8.29
Cisco WebEx Meetings

FileZilla Client 3.3.0.1 3.3.01

First Backup 6.8.17.0
foghorn Agent 2.0.0023
Google Chrome 33.0.1750.154
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ANWENDUNGSNAME

HSR Toolkit

iCloud

InReView eDiscovery

iTunes

Java(TM) 6 Update 23

Macromedia Dreamweaver MX 2004

Macromedia Extension Manager

Microsoft .NET Framework 3.5 SP1

Microsoft .NET Framework 4 Client Profile

Microsoft .NET Framework 4 Extended

Microsoft Lync 2010

Microsoft Office 2007 Primary Interop Assemblies

Microsoft Office 2007 Service Pack 3 (SP3)

Microsoft Office File Validation Add-In

Microsoft Office Live Meeting 2007

Microsoft Office Professional 2007

Microsoft Online Services Sign In

Microsoft Online Services Sign-in Assistant

Microsoft Silverlight

Microsoft Visual C++ 2005 Redistributable

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219
MSN Toolbar

MSXML 4.0 SP2 Parser and SDK

NVIDIA Drivers

QB Network Diagnostic Tool

QBFC 2.1

Quest PowerGUI 1.9.5

QuickBooks Premier Edition 2012

QuickTime

Realtek High Definition Audio Driver

Salesforce Outlook Edition 3.2

Snagit 11

Snaglt 8

Soft Data Fax Modem with SmartCP

StreetSmart Pro

SupportSoft Assisted Service

Visual Studio 2005 Tools for Office Second Edition Runtime

PROPRIETARY & CONFIDENTIAL

NETZWERK-PRUFUNG

Asset-Detailbericht

VERSION

2.1.2.8

11.04.4
6.0.230
7.0

15

4.0.30319
4.0.30319
4.0.7577.4109
12.0.4518.1014

14.0.5130.5003
8.0.6362.149
12.0.6612.1000
1.0.1423.65
7.250.4287.0
5.1.20513.0
8.0.61001
9.0.30729.4148
9.0.30729.6161
10.0.40219
1.0.39.0
4.20.9818.0

1.0
2.1.00050
1.9.5.966
22.0.4010.2206
7.74.80.86
6.0.1.5789
3.2.513
11.0.1
8.2.3
7.74.00
4.22

15
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Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.31 MmayhemON1 v

Local

Unable to collect remotely
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1.40 - CORP.MYCO.COM\MMAYHEMON-HP

NETZWERK-PRUFUNG

Computer IP address
Windows 8.1 Enterprise 10.0.7.93
Risk Section

System Risk

Score | o S P I

System Issue Score

System Issue
Score Current| 0

Issues

No issues detected

System-Profil

(O Windows 8.1 Enterprise
Processor ‘
Last Active Directory Check-in ‘4/1/2014 9:21:44 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.41 - CORP.MYCO.COM\MSUMMER-LT

Computer IP address
Windows 7 Enterprise 10.0.7.34
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Betriebssystem in erweitertem Support

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘4/1/2014 4:53:54 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.42 - CORP.MYCO.COM\MWEST-WIN864

Computer IP address
Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.7.11
Risk Section

System Risk

Score

System Issue Score

System Issue
Score Current| 0

Issues

No issues detected

System-Profil

0S Windows 8 Enterprise (x64) unknown (Build 9200)

Manufacturer | MSI/MS-7850

Service Tag/Serial Number ‘To Be Filled By O.E.M.

Processor Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \ 11/28/2012 8:17:17 AM
Last Active Directory Check-in \4/1/2014 4:56:35 PM

System Memory

Serial # Speed
Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
Speichermodul: Memory Bank1 (In Verwendung) 1333 MHz 4096 MB
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Memory Serial # Speed

Total Memory 8192 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

I
1} 1 20 30 40 S0 60 0 a0 Y 100

Volumes

%

: 0 .
Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar Verfugbar

C: Gateway 910.7GB  86.04 GB 9.45% 824.66GB 90.55%

Physical Drives

Modell Seriennummer Grofe Volumes
ST1000DMO003-9YN162 Z1D235KS Hard Drive 931.51
GB

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address | D4:3D:7E:F7:33:12

IPv4 Address ‘ 10.0.7.11;fe80::7977:c113:9a24:40al
Default Gateway 110.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus

@ windows Defender

Enabled ‘ Ja
Up-to-date ‘ Ja
Antispyware

@ windows Defender
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NETZWERK-PRUFUNG
& windows Defender

Enabled ‘ Ja
Up-to-date ‘ Ja

Firewall

S ] . .
\¥ Windows Firewall

Enabled ‘Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto
Prufung: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD RENETS
\MWEST-WIN864\ADMIN$ C:\Windows

\MWEST-WIN864\C$ \ c:\

\MWEST-WINS64\IPC$ \
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PFAD
\\MWEST-WIN864\print$ ‘ C:\Windows\system32\spool\drivers
\MWEST-WIN864\Share \ C:\Share
\MWEST-WIN864\xdrive \ C:\xdrive

Installierte Anwendungen

ANWENDUNGSNAME

NETZWERK-PRUFUNG

Asset-Detailbericht

RENES

VERSION

7-Zip 9.20 (x64 edition)

Bomgar Representative Client [nsremote. WESTridge.com]
Citrix Online Launcher

Crystal Reports Basic for Visual Studio 2008

Crystal Reports Basic Runtime for Visual Studio 2008 (x64)
GIMP 2.8.2

Google Chrome

Intel(R) Processor Graphics

LogMeln

Microsoft .NET Compact Framework 2.0 SP2

Microsoft .NET Compact Framework 3.5

Microsoft .NET Framework 4 Multi-Targeting Pack
Microsoft ASP.NET 2.0 AJAX Extensions 1.0

Microsoft ASP.NET 2.0 AJAX Templates for Visual Studio 2008
Microsoft ASP.NET MVC 2

Microsoft Device Emulator (64 bit) version 3.0 - ENU
Microsoft Document Explorer 2005

Microsoft Document Explorer 2008

Microsoft Help Viewer 1.0

Microsoft Lync 2010

Microsoft Office 365 ProPlus - en-us

Microsoft Online Services Module for Windows PowerShell
Microsoft Online Services Sign-in Assistant

Microsoft Silverlight

Microsoft Silverlight 3 SDK

Microsoft SQL Server 2005

Microsoft SQL Server 2008 (64-bit)

Microsoft SQL Server 2008 Browser

Microsoft SQL Server 2008 Native Client

Microsoft SQL Server 2008 R2 Data-Tier Application Framework
Microsoft SQL Server 2008 R2 Data-Tier Application Project
Microsoft SQL Server 2008 R2 Management Objects
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9.20.00.0

1.0.117
10.5.0.0
10.5.0.0
2.8.2
33.0.1750.154
9.17.10.2867
4.1.2634
2.0.7045
3.5.7283
4.0.30319
1.0.61025
2.0.0.0
2.0.50217.0
9.0.21022

1.0.30319
4.0.7577.4419
15.0.4551.1011
1.0.0
7.250.4209.0
5.1.30214.0
3.0.40818.0

10.1.2531.0
10.1.2531.0
10.50.1447.4
10.50.1447.4
10.50.1447.4
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ANWENDUNGSNAME

Microsoft SQL Server 2008 R2 Management Objects (x64)
Microsoft SQL Server 2008 R2 Transact-SQL Language Service
Microsoft SQL Server 2008 Setup Support Files

Microsoft SQL Server Compact 3.5 for Devices ENU

Microsoft SQL Server Compact 3.5 SP1 Design Tools English
Microsoft SQL Server Compact 3.5 SP2 ENU

Microsoft SQL Server Compact 3.5 SP2 x64 ENU

Microsoft SQL Server Database Publishing Wizard 1.3

Microsoft SQL Server Database Publishing Wizard 1.4
Microsoft SQL Server Native Client

Microsoft SQL Server Setup Support Files (English)

Microsoft SQL Server System CLR Types

Microsoft SQL Server System CLR Types (x64)

Microsoft SQL Server VSS Writer

Microsoft Sync Framework Runtime v1.0 SP1 (x64)

Microsoft Sync Framework SDK v1.0 SP1

Microsoft Sync Framework Services v1.0 SP1 (x64)

Microsoft Sync Services for ADO.NET v2.0 SP1 (x64)

Microsoft Team Foundation Server 2010 Object Model - ENU
Microsoft Visual Basic Power Packs 3.0

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Microsoft Visual C++ 2010 x64 Designtime - 10.0.30319
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219
Microsoft Visual C++ 2010 x64 Runtime - 10.0.30319

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219
Microsoft Visual C++ 2010 x86 Runtime - 10.0.30319

Microsoft Visual F# 2.0 Runtime

Microsoft Visual SourceSafe 2005 - ENU

Microsoft Visual Studio 2008 Professional Edition - ENU
Microsoft Visual Studio 2008 Remote Debugger - ENU
Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
Microsoft Visual Studio 2008 Team Explorer - ENU

Microsoft Visual Studio 2010 ADO.NET Entity Framework Tools
Microsoft Visual Studio 2010 Tools for Office Runtime (x64)
Microsoft Visual Studio Macro Tools
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VERSION
10.50.1447.4
10.50.1447.4
10.1.2731.0
3.5.5386.0
3.5.5692.0
3.5.8080.0
3.5.8080.0
10.0.1600.22
10.1.2512.8
9.00.3042.00
9.00.3042.00
10.50.1447.4
10.50.1447.4
10.1.2531.0
1.0.3010.0
1.0.3010.0
1.0.3010.0
2.0.3010.0
10.0.30319
9.0.30214
9.0.30729.4148
9.0.30729.6161
9.0.30729.4148
9.0.30729.4974
9.0.30729.6161
10.0.30319
10.0.40219
10.0.30319
10.0.40219
10.0.30319
10.0.30319

9.0.30729

10.0.30319
10.0.40303
9.0.30729
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ANWENDUNGSNAME

Microsoft Visual Studio Web Authoring Component

Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools

Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools
Mozilla Firefox 22.0 (x86 en-US)

Mozilla Maintenance Service

MySQL Connector Net 6.4.3

Open XML SDK 2.0 for Microsoft Office

OpenOffice.org 3.4.1

Quick Screen Capture 3.0

Visual C++ 2008 1A64 Runtime - v9.0.30729.01

Visual C++ 2008 x64 Runtime - v9.0.30729.01

Visual C++ 2008 x86 Runtime - v9.0.30729.01

Visual C++ 2008 x86 Runtime - v9.0.30729.4148

Visual C++ 2008 x86 Runtime - v9.0.30729.6161

Visual Studio .NET Prerequisites - English

Visual Studio 2005 Tools for Office Second Edition Runtime

Visual Studio 2010 Prerequisites - English

Visual Studio 2010 Tools for SQL Server Compact 3.5 SP2 ENU
Visual Studio Tools for the Office system 3.0 Runtime

Web Deployment Tool

Windows Mobile 5.0 SDK R2 for Pocket PC

Windows Mobile 5.0 SDK R2 for Smartphone

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name
10.0.7.11 MWEST-WIN864
Local

Unable to collect remotely
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VERSION
12.0.4518.1066
3.5.21022
6.1.5288.17011
6.1.5288.17011
6.1.5294.17011
6.1.5294.17011
22.0

22.0

6.4.3

2.0.5022
3.41.9593

3.0
9.0.30729.01
9.0.30729.01
9.0.30729.01
9.0.30729.4148
9.0.30729.6161
9.0.30729

10.0.30319
4.0.8080.0

1.1.0618
5.00.1700.5.14343.06
5.00.1700.5.14343.06

RDP

(3389/TCP)

v
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1.43 - CORP.MYCO.COM\MYCO

Computer IP address
Windows Server 2008 R2 Standard 10.0.7.77
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows Server 2008 R2 Standard
Processor ‘
Last Active Directory Check-in ‘4/6/2013 7:28:47 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote
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IP-Adresse Computer-Name HTTP RDP

(80/TCP) (3389/TCP)
10.0.7.77 myco v v

Local

Unable to collect remotely
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1.44 - CORP.MYCO.COM\MYCOS3O0DEV

Computer IP address
Windows 2000 Server 10.0.7.65
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Nicht unterstltzte Betriebssysteme
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert

System-Profil

Windows 2000 Server

Windows Key QCQD7 4QCKH-JRGD9-WBY4H-COHQW
Manufacturer ‘ Dell Computer Corporation/PowerEdge 1650
Service Tag/Serial Number ‘ 1VKR331
Processor Intel(R) Pentium(R) Il CPU - S 1400MHz
Not 64-bit ready
Single-core
Not hyper-threaded
Last Active Directory Check-in ‘ 3/31/2014 6:42:59 PM

System Memory

Memory Serial # Speed Size
Speichermodul: Memory BankO (In Verwendung) 133 MHz 1024 MB
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Memory Serial #

Speichermodul: Memory Bank1 (In Verwendung)

133 MHz 1024 MB
133 MHz 128 MB

Speichermodul: Memory Bank2 (In Verwendung)
Speichermodul: Memory Bank3 (In Verwendung) 133 MHz 128 MB

Total Memory 2304 MB

Festplattenkapazitaten
Genutzter Speicher in Prozent

I T T T T T I T T T 1
Q Rl 20 30 40 50 60 T0 80 0 100

Volumes

%

Laufwe 0
Verfugbar

rk
c: Dell Server 33.87 GB 22.28 GB 65.78% 11.59GB 34.22%

Volume Label Filesystem ‘Kapazitét Genutzt % Genutzt Verfugbar

Physical Drives

Modell Seriennummer Type GroRRe Volumes
FUJITSU MAP3367NC SCSI Disk Device Hard Drive 33.91 GB

Windows IP Configuration

Unknown Type adapter :

Description ‘ Intel(R) 82544E| Based Network Connection
Physical Address ‘OO:OB:DB:91:24:B4

IPv4 Address 110.0.7.65

Default Gateway 110.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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No firewalls reported by Security Center

Firewall

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA

PROBLEM BEWERTUNG PRUFUNG

Security Updates Unable to scan Cannot load security CAB
file.

Passwort-Sicherheitsprifung fur lokales Konto

Prufung: Potential Risk
Guest - Weak, Disabled
TslnternetUser - Access denied.

Angeschlossene Drucker

Keine festgestellt
Freigaben

UNC PFAD Remark
\\MYCO30DEV\c drive \ c\

\MYCO30DEVIPC$ \

\MYCO30DEV\ADMIN$ \ C:\WINNT

\\MYCO30DEV\SourceSafe ‘ C:\SourceSafe

\\MYCO30DEV\C$ ‘ C:\

Installierte Anwendungen

ANWENDUNGSNAME VERSION
Adobe Flash Player 10 ActiveX ‘ 10.0.12.36
Apache Tomcat 4.1 (remove only) ‘

ATI Display Driver ‘
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BCM V.92 56K Modem

DAEMON Tools

Debugging Tools for Windows

Getif 2.3.1

GFI Micro Installer

Intel(R) PRO Ethernet Adapter and Software

Java 2 Runtime Environment, SE v1.4.2_06

Java 2 SDK, SE v1.4.2_06

LiveUpdate 1.80 (Symantec Corporation)
Microsoft .NET Framework 1.1

Microsoft .NET Framework 2.0 Service Pack 1
Microsoft Document Explorer 2005

Microsoft Office 2003 Web Components

Microsoft SQL Server 2005

Microsoft SQL Server 2005 Backward compatibility
Microsoft SQL Server 2005 Books Online (English)
Microsoft SQL Server Native Client

Microsoft SQL Server Setup Support Files (English)
Microsoft SQL Server VSS Writer

Microsoft Tool Web Package : DH.EXE

Microsoft Tool Web Package : DISKMAP.EXE
Microsoft Tool Web Package : GETMAC.EXE

Microsoft Tool Web Package :
Microsoft Tool Web Package :
Microsoft Tool Web Package :

Microsoft Tool Web Package

HEAPMON.EXE
OH.EXE
PULIST.EXE
:GUID20BJ.EXE

Microsoft Tool Web Package:GETSID.EXE

Microsoft Tool Web Package:
Microsoft Tool Web Package:

INUSE.EXE
PSTAT.EXE

Microsoft Tool Web Package:Timethis.exe

Microsoft Tool Web Package:Whoami.exe
Microsoft Visual SourceSafe 2005 - ENU

Microsoft Visual Studio 2005 Premier Partner Edition - ENU

MYCO 6.0
SQLXML4
StarTeam 4.0

Symantec AntiVirus Client

Update Rollup 1 for Windows 2000 SP4

VirtualCloneDrive
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VERSION

3.47.0
6.6.7.5

6.0.5469

1.4.2_06
1.4.2_06
1.80.19.0

2.1.21022

11.0.8173.0

8.05.2312
9.00.1399.06
9.00.4035.00
9.00.4035.00
9.00.4035.00
1.0.0.1
1.0.0.1
1.00.0.1
1.00.0.1
1.00.0.1
1.00.0.1
1.0.0.1
1.0.0.1
1.0.0.1
1.0.0.1
1.0.0.1
1.0.0.1

8.0.50728
6.0.0101
9.00.4035.00

8.1.0.825
20050809.32623
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ANWENDUNGSNAME

VNC 3.3.7

VPN Client

Windows 2000 Service Pack 4
WinPcap 3.0

WInRAR archiver

WinVNC 3.3.3

WinZip

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

HTTP
(80/TCP)

FTP
(21/TCP)

SMTP
(25/TCP)

Computer-
Name

MYCO30D v v 4
EV

10.0.7.65

Local

Unable to collect remotely
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VERSION
SN

8.1 SR-1 (5266)

RDP HTTP
(3389/TCP (8080/TCP

HTTPS

SQLServe
(443/TCP) r
(1433/TCP )

PAGE 173 of 353



Asset-Detailbericht
NETZWERK-PRUFUNG

1.45 - CORP.MYCO.COM\MYCO-ATL-CORE

Computer IP address
Windows Server 2003 Service Pack 2 (Build 3790) 10.0.1.17
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Nicht unterstltzte Betriebssysteme
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
System-Profil
(O Windows Server 2003 Service Pack 2 (Build 3790)
Windows Key ‘M7MG2-DTDW4-42G23-KDPV4-MPPBY
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 5834-3866-9467-1032-1081-7901-32
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

Not 64-bit ready

Single-core

Not hyper-threaded
OS Install Date 4/22/2009 5:20:25 PM
Last Active Directory Check-in ‘4/1/2014 1:07:54 PM
System Memory
Memory Serial # Speed Size
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Memory Serial #

unknown 3968 MB

MHz

Speichermodul: Memory Bank1 (In Verwendung) unknown 128 MB
MHz

Total Memory 4096 MB

Speichermodul: Memory BankO (In Verwendung)

Festplattenkapazitaten

Genutzter Speicher in Prozent

Volumes

%
Verfugbar

Volume Label Filesystem ‘Kapazitat Genutzt % Genutzt Verflgbar

C: C Drive 30.96 GB  18.25GB 58.95% 12.71GB 41.05%

Physical Drives

Modell Seriennummer Type GroRRe Volumes
Virtual HD Hard Drive 30.99 GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address ‘00:15:5D:01:EO:0E

IPv4 Address 110.0.1.17

Default Gateway 110.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall

il - s
‘¥ Windows Firewall

Enabled Kein
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status
Unable to scan
Passwort-Sicherheitsprifung fur lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

9] \\[@3 PFAD Remark
\MYCO-ATL-CORE\C$ C:\

\MYCO-ATL-CORE\IPC$ ‘

\MYCO-ATL-CORE\ADMIN$ ‘ C:\WINDOWS

Installierte Anwendungen

ANWENDUNGSNAME VERSION

Hyper-V Integration Services (version 6.2.9200.16384) 3.9200.16384
Microsoft .NET Framework 2.0 Service Pack 2 2.2.30729
Microsoft .NET Framework 3.0 Service Pack 2 3.2.30729

Microsoft .NET Framework 3.5 SP1

Microsoft Office 2003 Web Components 11.0.6558.0
Microsoft SQL Server 2005

Microsoft SQL Server 2005 Backward compatibility 8.05.1054
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ANWENDUNGSNAME VERSION
Microsoft SQL Server 2005 Books Online (English) 9.00.1399.06
Microsoft SQL Server Native Client 9.00.1399.06
Microsoft SQL Server Setup Support Files (English) 9.00.1399.06
Microsoft SQL Server VSS Writer 9.00.1399.06
Microsoft Visual Studio 2005 Premier Partner Edition - ENU 8.0.50727.42
MiniTool Partition Wizard Enterprise Edition 6.0

SQLXML4 9.00.1399.06
Windows Imaging Component 3.0.0.0

Windows Internet Explorer 7 20070813.185237
Windows Server 2003 Service Pack 2 20070217.021455

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely
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1.46 - CORP.MYCO.COM\MYCODEMO

Computer IP address
Windows Server 2008 R2 Enterprise 10.0.7.67 10.0.7.61
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

(O Windows Server 2008 R2 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 6/9/2013 3:06:26 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote
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11 NETZWERK-PRUFUNG
IP-Adresse Computer-Name HTTP RDP HTTP

(80/TCP) (3389/TCP) (8080/TCP)
MYCODEMO v v v

10.0.7.67

Local

Unable to collect remotely
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1.47 - CORP.MYCO.COM\MYCO-INSPIRON1

Computer IP address
Windows 7 Enterprise 10.0.7.49
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 10/24/2013 8:33:43 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.48 - CORP.MYCO.COM\MYCOPATCH

Computer IP address
Windows 2000 Server 10.0.7.55
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Nicht unterstltzte Betriebssysteme

System-Profil

0S Windows 2000 Server
Processor ‘
Last Active Directory Check-in ‘4/1/2014 9:02:23 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote
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IP-Adresse Computer-Name RDP

(3389/TCP)
10.0.7.55 MYCOPATCH v

Local

Unable to collect remotely
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1.49 - CORP.MYCO.COM\MYCOROOTAUTH

Computer IP address
Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 10.0.1.44
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
System-Profil
(O Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 1579-8610-3608-6521-3796-3942-24
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \ 2/12/2014 10:45:03 PM
Last Active Directory Check-in \ 3/26/2014 11:49:32 AM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 512 MB
MHz
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Memory Serial #

unknown 0 MB

MHz

Speichermodul: Memory Bank1 (In Verwendung)

Speichermodul: Memory Bank2 (In Verwendung) unknown 0 MB
MHz

Total Memory 512 MB

Festplattenkapazitaten

c:_“%
] 1
i] 10

Genutzter Speicher in Prozent

T T T T I
20 30 40 50 60 T0 80 0 100

Volumes

%

Volume Label Filesystem Kapazitat Genutzt % Genutzt Verflgbar .
Verfluigbar

C: 126.48GB  8.28 GB 6.55% 118.2GB 93.45%

Physical Drives

Modell Seriennummer GroRRe Volumes
Microsoft Virtual Disk Hard Drive 126.99
GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address \ 00:15:5D:07:1C:0C

IPv4 Address 10.0.1.44,fe80::6094:cc4a:ae90:ed66
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
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No antispyware reported by Security Center

Firewall

il - s
‘¥ Windows Firewall

Enabled Kein
Domain Setting Off
Private Setting Off
Public Setting ‘ Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status
Unable to scan
Passwort-Sicherheitsprufung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD Remark
\\MYCOROOTAUTH\ADMIN$ C:\Windows

\\MYCOROOTAUTH\C$ ‘ C:\

\\MYCOROOTAUTH\CertEnroll ‘ C:\Windows\system32\CertSrv\CertEnroll

\MYCOROOTAUTH\IPC$ \

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt
Ubliche empfangsbereite Ports
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Remote

Keine festgestellt

Local

Unable to collect remotely
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1.50 - CORP.MYCO.COM\OPSO001

Computer IP address
Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.7.10
Risk Section

System Risk

Score

System Issue Score

System Issue
Score Current| 0

Issues

No issues detected

System-Profil

0S Windows 8 Enterprise (x64) unknown (Build 9200)

Manufacturer ‘ Gateway/DX4870

Processor Intel(R) Core(TM) i3-2130 CPU @ 3.40GHz
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date 2/18/2014 5:51:03 AM
Last Active Directory Check-in \4/1/2014 7:05:00 PM

System Memory

Serial # Speed
Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
Speichermodul: Memory Bank1 (In Verwendung) 1333 MHz 2048 MB
Total Memory 6144 MB
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Festplattenkapazitaten

Genutzter Speicher in Prozent

1 1 1 1 1 1 L L L] 1

I
[i} 10 20 30 40 50 60 70 80 0 100

Volumes

%

Volume Label Filesystem Kapazitdt ~ Genutzt % Genutzt Verfugbar 70
Verfluigbar

C: 127 GB 33.14 GB 26.09% 93.86GB 73.91%

Physical Drives

Seriennummer Grofe Volumes
ST500DM002-1BD142 S2ALCY6M Hard Drive 465.76
GB

Windows IP Configuration

Unknown Type adapter :

Description Intel(R) 82579V Gigabit Network Connection
Physical Address ‘4C:72:B9:8A:AC:85

IPv4 Address ‘ 10.0.7.10;fe80::f4f2:7d07:6fb1:1b96

Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
Enabled Ja
Up-to-date Ja
Antispyware
¥ windows Defender
Enabled Ja
Up-to-date ‘ Ja
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Firewall

oo .
‘¥ Windows Firewall

Enabled Ja

Domain Setting [ Installiert
Private Setting [ Installiert
Public Setting [ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto
Prufung: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD REINETLS
\\OPS001\ADMIN$ C:\Windows

\OPS001\C$ \ c:\

\OPS001\IPC$ \

Installierte Anwendungen

ANWENDUNGSNAME VERSION
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ANWENDUNGSNAME

Apple Application Support

Apple Software Update

Bueno Chrome Toolbar

buenosearch toolbar

Camtasia Studio 7

Debut Video Capture Software
fst_us_14

Google Chrome

Intel(R) Processor Graphics

Microsoft Office Professional Plus 2013
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17
QuickTime 7

Search Protect

Settings Manager

VideoPad Video Editor

VLC media player 2.1.3

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name
10.0.7.10 QB02

Local

Unable to collect remotely
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VERSION
2.3.6
2.1.3.127

1.8.28.7
7.1.1
1.88

33.0.1750.154
9.17.10.3347
15.0.4420.1017
9.0.30729
7.75.80.95
2.11.11.7
5.0.0.11471
3.29

2.13

RDP
(3389/TCP)

v
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1.51 - CORP.MYCO.COM\PABUILD

Computer IP address
Windows Server 2003 10.0.7.60
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Nicht unterstitzte Betriebssysteme
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert

System-Profil

0S Windows Server 2003
Processor ‘
Last Active Directory Check-in ‘4/1/2014 9:29:01 PM

System Memory
Keine festgestellt
Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt
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Endgeréate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

S ] . a
\¥ Windows Firewall

Enabled Kein
Domain Setting ‘ Off
Private Setting ‘ Off
Public Setting ‘ Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto
Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD RENMES
\\PABUILD\MYCO Builds C:\MYCOBUuild\Releases\full

\PABUILD\C$ \ c\

\\PABUILD\share C:\Documents and
Settings\Administrator.PIT\Desktop\share

\\PABUILD\Update Services 3.0 APl Samples
and Tools

C:\Program Files\Update Services 3.0 API
Samples and Tools
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RENES

\\PABUILD\Excelsior C:\Excelsior

\PABUILD\IPC$ \

\\PABUILD\MYCOBUild ‘ C:\MYCOBuild
\\PABUILD\ADMIN$ \ C:\WINDOWS
\\PABUILD\local ‘ C:\local

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name HTTP
(80/TCP)

10.0.7.60 PKWIN7ENT v

Local

Unable to collect remotely
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1.52 - CORP.MYCO.COM\PKWIN7ENT

Computer IP address
Windows 7 Enterprise 10.0.7.60
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 6/13/2013 3:50:34 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit

PROPRIETARY & CONFIDENTIAL PAGE 198 of 353



Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote
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IP-Adresse Computer-Name HTTP

(80/TCP)
10.0.7.60 PKWIN7ENT v

Local

Unable to collect remotely
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1.53 - CORP.MYCO.COM\PKWINS8

Computer IP address
Windows 8.1 Pro (x64) unknown (Build 9600) 10.0.7.54
Risk Section

System Risk

Score

System Issue Score

System Issue
Score Current| 0

Issues

No issues detected

System-Profil

oS Windows 8.1 Pro (x64) unknown (Build 9600)

Manufacturer ‘ Microsoft Corporation/Virtual Machine

Service Tag/Serial Number ‘ 7023-0101-8892-0937-6588-8690-01

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \3/3/2014 1:09:54 PM
Last Active Directory Check-in \4/1/2014 12:29:13 PM

System Memory

Serial #
Speichermodul: Memory BankO (In Verwendung) unknown 1024 MB
MHz
Speichermodul: Memory Bank1 (In Verwendung) unknown 0 MB
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Memory Serial #
MHz

Speichermodul: Memory Bank2 (In Verwendung) unknown 0 MB
MHz
Total Memory 1024 MB
Festplattenkapazitaten
Genutzter Speicher in Prozent
{.‘.:#13.91% |
I'.I'I 1ID EII} 3|[:I -IIIII EIIII EIIZI Tllil HIIZI ‘EII'J 1EID

Volumes

Laufwe )

rk Volume Label Filesystem Kapazitat Genutzt % Genutzt Verflgbar

C: 126.48 GB 17.59 GB 13.91% 108.89GB 86.09%

Verfugbar

Physical Drives

Modell Seriennummer GroRRe Volumes
Microsoft Virtual Disk Hard Drive 126.99
GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address \ 00:15:5D:07:37:0D

IPv4 Address 10.0.7.54;fe80::8823:c21e:9a31:1861
Default Gateway 110.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
¥ windows Defender
Enabled Ja
Up-to-date Ja
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Antispyware

& Windows Defender
Enabled Ja
Up-to-date Ja

Firewall

il . ]
\¥ Windows Firewall

Enabled Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA

PROBLEM BEWERTUNG PRUFUNG

Passwort-Sicherheitsprifung fur lokales Konto
Prufung: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben

(] \\[@ PFAD Remark
\\PKWin8\ADMIN$ C:\Windows

\PKWin8\C$ \ c:\

\PKWin8\IPC$ ‘

Installierte Anwendungen
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NETZWERK-PRUFUNG
VERSION

7.0.510
15.0.4569.1508

ANWENDUNGSNAME
Java 7 Update 51

Microsoft Office 365 ProPlus - en-us

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.54 PKWIin8 v

Local

Unable to collect remotely
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1.54 - CORP.MYCO.COM\PSO01

Computer IP address
Windows Server 2008 R2 Enterprise 10.0.1.18
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

(O Windows Server 2008 R2 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 6/7/2013 3:09:54 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.55 - CORP.MYCO.COM\PSIMPSONL1

Computer IP address
Windows 7 Enterprise (x86) Service Pack 1 (Build 7601) 10.0.7.32
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
B Betriebssystem in erweitertem Support

System-Profil

(O Windows 7 Enterprise (x86) Service Pack 1 (Build 7601)

Windows Key ‘BBBBB-BBBBB-BBBBB-BBBBB-BBBBB
Manufacturer ‘ Compag Presario 061/PX789AA-ABA SR1510NX NA530
Processor Intel(R) Celeron(R) CPU 2.80GHz
Not 64-bit ready
Single-core
Not hyper-threaded
OS Install Date 10/8/2010 1:39:45 PM
Last Active Directory Check-in \4/1/2014 9:24:29 PM

System Memory

Memory Serial # Speed Size
Speichermodul: Memory BankO (In Verwendung) unknown 512 MB
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Memory Serial #

MHz

unknown 512 MB

Speichermodul: Memory Bank1 (In Verwendung)
MHz

Total Memory 1024 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

Volumes

%

Ir_lfufwe Volume Label Filesystem Kapazitat Genutzt % Genutzt Verflgbar

C: 7455 GB 71.32GB 95.67% 3.23GB 4.33%

Verfugbar

Physical Drives

Modell Seriennummer GrofRle Volumes
SAMSUNG SP0802N ATA Device 30534a30314a5930343 Hard Drive 74.56 GB
4323238372020202020
20
Generic USB CF Reader USB Device ‘ 0B
Generic USB MS Reader USB Device ‘ 0B
Generic USB SD Reader USB Device ‘ 0B
Generic USB SM Reader USB Device ‘ 0B
Windows IP Configuration
Unknown Type adapter :
Description Realtek RTL8139/810x Family Fast Ethernet NIC
Physical Address ‘00:11:D8:E6:21:3A
IPv4 Address 10.0.7.32;fe80::2c82:d2ec:55f3:d0b9
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center
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[a fa&aaﬁe%

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

S ] . a
\¥ Windows Firewall

Enabled Kein
Domain Setting ‘ Off
Private Setting ‘ Off
Public Setting ‘ Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA

PROBLEM BEWERTUNG PRUFUNG

Developer Tools, Runtimes, and Redistributables Security | Passed No security updates are

Updates missing.

Office Security Updates Passed No security updates are
missing.

SDK Components Security Updates Passed No security updates are
missing.

Silverlight Security Updates Passed No security updates are
missing.

SQL Server Security Updates Passed No security updates are
missing.

Windows Security Updates Passed No security updates are
missing.

Passwort-Sicherheitsprifung fir lokales Konto

Prifung: Potential Risk
Administrator - Weak, Disabled
Guest - Weak, Disabled
pablo - Does not meet account policy
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LR B

Angeschlossene Drucker

Keine festgestellt

Asset-Detailbericht
NETZWERK-PRUFUNG

Freigaben

UNC PFAD Remark
\\PSIMPSON1\ADMIN$ C:\Windows

\PSIMPSON1\C$ c

\\PSIMPSON1\IPC$ |

Installierte Anwendungen

ANWENDUNGSNAME VERSION
7-Zip 9.20

Adobe AIR 2.0.4.13090
Adobe Flash Player 10 ActiveX 10.3.183.5
Adobe Flash Player 10 Plugin 10.1.102.64
Adobe Reader Xl (11.0.06) 11.0.06
AnyBizSoft PDF Converter (Build 2.5.0)

Apple Application Support 15.2

Apple Mobile Device Support 3.4.1.2
Apple Software Update 2.1.3.127
Bomgar Representative Client [nsremote.WESTridge.com]

Bonjour 2.0.5.0
CDBurnerXP 4.3.8.2568
CheckNique - Duplex Image MICR 3.0.2

Cisco Systems VPN Client 5.0.01.0600 5.0.1

Citrix Presentation Server Client - Web Only 10.100.55836
ConnectWise Internet Client 12.2.1
Coupon Printer for Windows 5.0.0.0
FileOpen Client 3.0.35.879
FileZilla Client 3.3.5.1 3851
FortiClient SSL VPN v3.0.387 3.0.387
foghorn Agent 2.0.0023
Getif 2.3.1

Google Toolbar for Internet Explorer 1.0.0
iTunes 10.3.1.55
Java(TM) 6 Update 31 6.0.310
Juniper Networks Network Connect 6.2.0 6.2.0.13255
Kerio Outlook Connector (Offline Edition) 8.1.1374
Kerio Updater Service 1.2.35300
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ANWENDUNGSNAME

LogMeln
Microsoft .NET Framework 4.5.1
Microsoft Office Professional Plus 2010

Microsoft Online Services Sign In

Microsoft Silverlight

Microsoft Visio Premium 2010

Microsoft Visual C++ 2005 Redistributable

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Mozilla Firefox 19.0 (x86 en-US)

Mozilla Maintenance Service

NVIDIA Display Control Panel

NVIDIA Drivers

NVIDIA Stereoscopic 3D Driver

Online Check Deposit

Excelsior Explorer

ExcelsiorGateway

QuickBooks Connection Diagnostic Tool

QuickTime

Realtek AC'97 Audio

TeamViewer 8

VMware Infrastructure Client 2.5

Yahoo! Software Update

Yahoo! Toolbar

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name
10.0.7.32 PSIMPSON1
Local

Unable to collect remotely
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VERSION
4.1.1578
4.5.50938
14.0.7015.1000
1.0.1427.40
5.1.30214.0
14.0.7015.1000
8.0.61001
9.0.30729.4148
9.0.30729.6161
19.0

19.0
6.14.12.5919
1.10.62.40
7.17.12.5919
6.30.678.0
3.0.1072
2.1.1058

4.0.0

7.69.80.9

8.0.17396
2.5.0.64247

RDP
(3389/TCP)

v
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1.56 - CORP.MYCO.COM\PSIMPSON-WIN764

Computer IP address
Windows 8.1 Enterprise (x64) unknown (Build 9600) 10.0.7.18
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht aktiviert

System-Profil

0S Windows 8.1 Enterprise (x64) unknown (Build 9600)
Manufacturer ‘ Gateway/DX4320
Processor AMD Phenom(tm) Il X4 945 Processor

64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 11/21/2013 1:32:55 PM
Last Active Directory Check-in \4/1/2014 4:26:08 PM

System Memory

Serial #
Speichermodul: Memory BankO (In Verwendung) 533 MHz 1024 MB
Speichermodul: Memory Bank1 (In Verwendung) 533 MHz 1024 MB
Speichermodul: Memory Bank2 (In Verwendung) 533 MHz 2048 MB
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Memory Serial #

Speichermodul: Memory Bank3 (In Verwendung) 533 MHz 2048 MB
Total Memory 6144 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

[i] 10 0 30 40 50 60 T0 80 80 100

Volumes

%

Volume Label Filesystem Kapazitat Genutzt % Genutzt Verflgbar

Verfugbar
(&5 Gateway 913.35GB 105.72 GB 11.57% 807.63GB 88.43%

Physical Drives

Seriennummer Grofe Volumes
Seagate ST31000528AS SCSI Disk 1705ec7f10000000000 Hard Drive 931.45
Device 0000000000000000000 GB
0000000000
Generic USB CF Reader USB Device ‘058F63776371 0B
Generic USB SD Reader USB Device ‘058F63776370 0B
Generic Mini SD Reader USB Device ‘058F63776374 0B
Generic USB xD/SM Reader USB Device ‘058F63776372 0B
Generic USB MS Reader USB Device ‘058F63776373 0B

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address ‘90:FB:A6:8A:QC:ZB

IPv4 Address ‘ 10.0.7.18;fe80::20dd:cdd2:c1bf:95dc
Default Gateway 110.0.1.1

Endgerate-Sicherheit

Security Center
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NETZWERK-PRUFUNG

Antivirus

& Windows Defender

Enabled Kein
Up-to-date Ja
Antispyware
@ windows Defender
Enabled Kein
Up-to-date ‘ Ja
Firewall

e . )
‘¥ Windows Firewall

Enabled Ja

Domain Setting [ Installiert
Private Setting [ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto
Prufung: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

PROPRIETARY & CONFIDENTIAL PAGE 215 of 353



H s
[ataSecare f’

NETZWERK-PRUFUNG

Freigaben

UNC PFAD Remark
\\PSIMPSON-WIN764\ADMIN$ C:\WINDOWS

\\PSIMPSON-WIN764\C$ \ c:\

\\PSIMPSON-WIN764\IPC$ |

\\PSIMPSON-WIN764\print$ ‘ C:\Windows\system32\spool\drivers

Installierte Anwendungen

ANWENDUNGSNAME VERSION
7-Zip 9.20

7-Zip 9.20 (x64 edition) 9.20.00.0
Adobe Acrobat 9 Pro - English, Francais, Deutsch 9.2.0

Adobe Acrobat 9.2.0 - CPSID_50026

Adobe Flash Player 11 Plugin 11.4.402.265
AMD Catalyst Install Manager 8.0.903.0
Apple Software Update 2.1.3.127
Asunsoft Windows Password Reset Advanced 4.0

Bomgar Representative Client [nsremote.WESTridge.com]

Bonjour 3.0.0.10
Brother MFL-Pro Suite MFC-9320CW 3.0.3.0
BurnAware Free 6.8

Cisco AnyConnect VPN Client 2.5.1025
Citrix Online Launcher 1.0.168
Citrix Receiver 13.4.0.25
ConnectWise Internet Client 64-bit 12.2.101
DAEMON Tools Lite 4.47.1.0333
DVD Shrink 3.2

Express Scribe 5.59
ExtraPutty 0.22 0.22
foghorn Agent 2.0.0023
Getif 2.3.1

iCloud 3.0.2.163
Java 7 Update 45 7.0.450
JavaFX 2.1.1 2.1.1
Juniper Networks Network Connect 6.4.0 6.4.0.14343
Juniper Networks Setup Client Activex Control 2.0.0.3
Kernel for OST to PST ver 11.07.01

LogMeln 4.1.2651
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ANWENDUNGSNAME

Microsoft Lync 2010

Microsoft Office Professional Plus 2010

Microsoft Online Services Module for Windows PowerShell
Microsoft Online Services Sign-in Assistant

Microsoft Silverlight

Microsoft Visio Professional 2013

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.30319
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319
Microsoft Visual J# 2.0 Redistributable Package - SE (x64)
Microsoft Works 6-9 Converter

Mozilla Firefox 15.0 (x86 en-US)

Mozilla Maintenance Service

MSXML 4.0 SP2 Parser and SDK

Nucleus Kernel Outlook Password Recovery ver 10.08.01
NVIDIA 3D Vision Controller Driver 301.42

NVIDIA 3D Vision Driver 306.97

NVIDIA Graphics Driver 306.97

NVIDIA HD Audio Driver 1.3.16.0

NVIDIA PhysX System Software 9.12.0213

NVIDIA Update 1.10.8

Excelsior Explorer 2014

Quick Screen Capture 3.0

QuickBooks File Doctor

QuickBooks Premier: Contractor Edition 2012

Realtek Ethernet Controller Driver For Windows 7

TeamViewer 8

Terminals

ViewSonic Monitor Drivers

Visual CertExam Suite

VMware vSphere Client 5.0

Windows 7 USB/DVD Download Tool

Windows Password Breaker Enterprise
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VERSION
4.0.7577.4419
14.0.7015.1000
1.0.0
7.250.4303.0
5.1.30214.0
15.0.4420.1017
9.0.30729
9.0.30729.4148
9.0.30729.6161
9.0.30729
9.0.30729.4148
9.0.30729.6161
10.0.30319
10.0.30319

14.0.6120.5002
15.0

15.0.1
4.20.9818.0

301.42
306.97
306.97
1.3.16.0
9.12.0213
1.10.8

3.0

3.5.3
22.0.4008.2206
7.17.304.2010
8.0.26038
2.0.0

5.0.0.37933
1.0.30
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Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.18 PSIMPSON-WIN764 v

Local

Unable to collect remotely
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1.57 - CORP.MYCO.COM\PSIMPSON-WIN7TEST

Computer IP address
Windows 7 Professional (x64) Service Pack 1 (Build 7601) 10.0.7.82
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Anti-Virus nicht installiert
B Betriebssystem in erweitertem Support
System-Profil
(O Windows 7 Professional (x64) Service Pack 1 (Build 7601)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 8428-4849-4455-1029-6692-6441-66
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date \ 9/23/2013 6:11:36 AM
Last Active Directory Check-in \4/1/2014 10:08:47 AM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 3968 MB
MHz
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Memory Serial # Speed

unknown 128 MB

MHz
Total Memory 4096 MB

Speichermodul: Memory Bank1 (In Verwendung)

Festplattenkapazitaten

Genutzter Speicher in Prozent

I T T T T T I T T T 1
Q 1m0 20 30 40 S0 60 T0 a0 a0 100

Volumes

%

: 0 .
Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar Verfugbar

C: 126.9GB  27.45GB 21.63% 99.45GB 78.37%

Physical Drives

Seriennummer Grofe Volumes
Virtual HD ATA Device 2020202020202020202 Hard Drive 126.99

0202020202020202020 GB

20

Windows IP Configuration

Unknown Type adapter :

Description Intel 21140-Based PCI Fast Ethernet Adapter (Emulated)
Physical Address ‘00:15:5D:01:DF:0E

IPv4 Address 10.0.7.82;fe80::709c:ed91:d52d:e11b

Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware

¥ windows Defender

PROPRIETARY & CONFIDENTIAL PAGE 220 of 353



[ataSecarefv 1

NETZWERK-PRUFUNG
& windows Defender

Enabled ‘ Ja
Up-to-date ‘ Ja

Firewall

S ] . .
\¥ Windows Firewall

Enabled ‘Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto
Prufung: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD RENETS
\\PSIMPSON-WIN7TEST\ADMIN$ C:\Windows

\PSIMPSON-WIN7TEST\C$ \ c:\

\\PSIMPSON-WIN7TEST\IPC$ ‘
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NETZWERK-PRUFUNG

Installierte Anwendungen

ANWENDUNGSNAME VERSION
foghorn Agent 2.0.0023
Microsoft .NET Framework 4.5 ‘ 4.5.50709
Excelsior Agent ‘ 2.1.1058

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.82 PSIMPSON-WIN7TEST v

Local

Unable to collect remotely
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1.58 - CORP.MYCO.COM\QBO02

Computer IP address
Windows Server 2008 R2 Standard 10.0.7.10
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows Server 2008 R2 Standard
Processor ‘
Last Active Directory Check-in ‘ 1/31/2014 12:18:03 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote
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IP-Adresse Computer-Name RDP

(3389/TCP)
10.0.7.10 QB02 v

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL PAGE 225 of 353



Asset-Detailbericht
NETZWERK-PRUFUNG

[ataSecare

1.59 - CORP.MYCO.COM\QBSERVER

Computer IP address
Windows Server 2008 R2 Standard 10.0.1.16
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows Server 2008 R2 Standard
Processor ‘
Last Active Directory Check-in ‘ 6/15/2013 7:41:45 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.60 - CORP.MYCO.COM\RANCOR

Computer IP address
Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.7.57
Risk Section

System Risk

Score

System Issue Score

System Issue
Score Current| 0

Issues

No issues detected

System-Profil

0S Windows 8 Enterprise (x64) unknown (Build 9200)

Manufacturer | MSI/MS-7850

Service Tag/Serial Number ‘To Be Filled By O.E.M.

Processor Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \6/4/2013 12:52:58 PM
Last Active Directory Check-in ‘ 3/30/2014 6:31:59 PM

System Memory

Serial # Speed
Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
Speichermodul: Memory Bank1 (In Verwendung) 1333 MHz 4096 MB
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Memory Serial # Speed

Total Memory 8192 MB

Festplattenkapazitaten
Genutzter Speicher in Prozent

I T T T T T I T T T
1} 1 20 30 40 S0 60 0 a0 Y 100

Volumes

%

: 0 .
Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar Verfugbar

C: 232.49GB 141.88GB  61.03% 90.61GB 38.97%

Physical Drives

Modell Seriennummer GroRRe Volumes
Samsung SSD 840 Series S19PNEAD601024V Hard Drive 232.88
GB

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address | D4:3D:7E:F7:32:A4

IPv4 Address 110.0.7.57

Default Gateway 110.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus

@ windows Defender

Enabled ‘ Ja
Up-to-date ‘ Ja
Antispyware

@ windows Defender
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Enabled ‘ Ja
Up-to-date ‘ Ja

Firewall

oy . .
\¥ Windows Firewall

Enabled Kein
Domain Setting ‘ Off
Private Setting ‘ Off
Public Setting ‘ Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA

PROBLEM BEWERTUNG PRUFUNG

Developer Tools, Runtimes, and Redistributables Security | Passed No security updates are

Updates missing.

Office Security Updates Passed No security updates are
missing.

SDK Components Security Updates Passed No security updates are
missing.

Silverlight Security Updates Passed No security updates are
missing.

SQL Server Security Updates Passed No security updates are
missing.

Windows Security Updates Passed No security updates are
missing.

Passwort-Sicherheitsprifung fur lokales Konto

Prufung: Strong Security
Guest - Disabled

Angeschlossene Drucker

(Von WMI)
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IP-Adresse Druckername Zugegriffen von

NETZWERK-PRUFUNG

Asset-Detailbericht

10.0.7.57 Brother MFC-9320CW

Printer
Freigaben
UNC PFAD
\\RANCOR\ADMIN$ C:\Windows
\RANCOR\C$ \ c:\
\RANCOR\CDROM ‘ D:\
WRANCOR\download ‘ C:\download

\RANCOR\IPC$ \

\\RANCOR\print$ ‘ C:\Windows\system32\spool\drivers

\RANCOR\tfs ‘ C:\tfs

Installierte Anwendungen

RENMETS

ANWENDUNGSNAME VERSION

7-Zip 9.20 (x64 edition)

Adobe AIR

Adobe Community Help

Adobe Creative Suite 5 Master Collection
Adobe Flash Player 10 ActiveX

Adobe Flash Player 10 Plugin

Adobe Flash Player 11 Plugin

Adobe Media Player

AMD Catalyst Install Manager

Apex API 10.0 C# Samples

AWS Tools for Windows

Cisco AnyConnect VPN Client

Citrix Online Launcher

ConnectWise Internet Client

ConnectWise Internet Client 64-bit

Crystal Reports Basic for Visual Studio 2008
Crystal Reports Basic Runtime for Visual Studio 2008 (x64)
CutePDF Professional 3.6 (Evaluation)
CutePDF Writer 3.0

Data Lifeguard Diagnostic for Windows 1.24
deskPDF 2.5 Professional Edition

DiskMark 1.0.0.7

Entity Framework Tools for Visual Studio 2013
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9.20.00.0
1.5.3.9120
3.0.0.400
5.0
10.1.52.14
10.1.52.14
11.6.602.171
1.8
8.0.911.0
10.0.0
3.2.559.0
2.5.1025
1.0.168
12.2.1
12.2.95
10.5.0.0
10.5.0.0

1.0.0.7
12.0.20912.0

PAGE 232 of 353



[ataSecare

ANWENDUNGSNAME

Fiddler2

File Type Assistant

Final Media Player 2011

Foxit Reader

foghorn Agent

GIMP 2.6.11

Google Chrome

Google Data API SDK

Google Earth

Grindstone 2

11S 8.0 Express

IS Express Application Compatibility Database for x64
IIS Express Application Compatibility Database for x86
Intel(R) Smart Connect Technology 4.1 x64

Java 7 Update 51

Java SE Development Kit 7 Update 4 (64-bit)
Java(TM) 6 Update 23 (64-bit)

Java(TM) 7 Update 4 (64-bit)

Java(TM) SE Development Kit 6 Update 23 (64-bit)
Java(TM) SE Development Kit 7 Update 1 (64-bit)
JavaFX 2.1.0 (64-bit)

JavaFX 2.1.0 SDK (64-bit)

JetBrains dotPeek 1.0

MessagingToolkit QRCode

.NET Compact Framework 2.0 SP2

.NET Compact Framework 3.5

Microsoft
Microsoft
Microsoft .NET Framework 4 Multi-Targeting Pack
Microsoft .NET Framework 4.5 Multi-Targeting Pack

.NET Framework 4.5 SDK

.NET Framework 4.5.1 Multi-Targeting Pack
Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU)
Microsoft ASP.NET MVC 2

Microsoft ASP.NET MVC 2 - Visual Studio 2008 Tools
Microsoft ASP.NET MVC 2 - Visual Studio 2010 Tools
Microsoft ASP.NET MVC 2 - VWD Express 2010 Tools
Microsoft ASP.NET MVC 3

Microsoft ASP.NET MVC 3 - Visual Studio 2010 Tools Update
Microsoft ASP.NET MVC 3 - VWD Express 2010 Tools Update

Microsoft ASP.NET Web Pages

Microsoft
Microsoft
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VERSION

4.3.1.118
2.0.0023
2.6.11
33.0.1750.154
1.7

7.1.2.2041

8.0.1557

4.1.40.2143
7.0.510
1.7.0.40
6.0.230
7.0.40
1.6.0.230
1.7.0.10
2.1.0

2.1.0

1.0.0
1.3.0.0
2.0.7045
3.5.7283
4.0.30319
4.5.50710
4.5.50710
4.5.50932
4.5.50932
2.0.50217.0
2.0.50217.0
2.0.50217.0
2.0.50217.0
3.0.20105.0
3.0.20406.0
3.0.20406.0
1.0.20105.0
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Microsoft ASP.NET Web Pages - Visual Studio 2010 Tools
Microsoft ASP.NET Web Pages - VWD Express 2010 Tools
Microsoft Document Explorer 2005

Microsoft Document Explorer 2008

Microsoft Exchange Web Services Managed APl 1.2.1
Microsoft Help Viewer 1.1

Microsoft Help Viewer 2.1

Microsoft Office Access database engine 2007 (English)
Microsoft Office Professional Plus 2013

Microsoft Online Services Module for Windows PowerShell
Microsoft Online Services Sign In

Microsoft Online Services Sign-in Assistant

Microsoft Report Viewer 2012 Runtime

Microsoft Silverlight

Microsoft Silverlight 3 SDK

Microsoft Silverlight 4 SDK

Microsoft Silverlight 5 SDK

Microsoft SQL Server 2005

Microsoft SQL Server 2008 (64-bit)

Microsoft SQL Server 2008 Native Client

Microsoft SQL Server 2008 Policies

Microsoft SQL Server 2008 R2 Data-Tier Application Framework
Microsoft SQL Server 2008 R2 Data-Tier Application Project
Microsoft SQL Server 2008 R2 Management Objects
Microsoft SQL Server 2008 R2 Management Objects (x64)
Microsoft SQL Server 2008 R2 Transact-SQL Language Service
Microsoft SQL Server 2008 Setup Support Files

Microsoft SQL Server 2012 (64-bit)

Microsoft SQL Server 2012 Command Line Utilities
Microsoft SQL Server 2012 Data-Tier App Framework
Microsoft SQL Server 2012 Data-Tier App Framework (x64)
Microsoft SQL Server 2012 Express LocalDB

Microsoft SQL Server 2012 Management Objects

Microsoft SQL Server 2012 Management Objects (x64)
Microsoft SQL Server 2012 Native Client

Microsoft SQL Server 2012 Policies

Microsoft SQL Server 2012 Setup (English)

Microsoft SQL Server 2012 Transact-SQL Compiler Service
Microsoft SQL Server 2012 Transact-SQL ScriptDom
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VERSION
1.0.20105.0
1.0.20105.0

14.3.67.1
1.1.40219
2.1.21005
12.0.6612.1000
15.0.4569.1506
1.0.0
1.0.1427.40
7.250.4287.0
11.0.2100.60
5.1.30214.0
3.0.40818.0
4.0.50826.0
5.0.61118.0

10.3.5500.0
10.3.5500.0
10.50.1750.9
10.50.1750.9
10.51.2500.0
10.51.2500.0
10.50.1750.9
10.3.5500.0

11.1.3000.0
11.1.2902.0
11.1.2902.0
11.1.3000.0
11.1.3000.0
11.1.3000.0
11.1.3000.0
11.0.2100.60
11.1.3128.0
11.1.3128.0
11.1.3000.0
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ANWENDUNGSNAME

Microsoft SQL Server 2012 T-SQL Language Service

Microsoft SQL Server Compact 3.5 for Devices ENU

Microsoft SQL Server Compact 3.5 SP1 Design Tools English
Microsoft SQL Server Compact 3.5 SP1 Query Tools English
Microsoft SQL Server Compact 3.5 SP2 ENU

Microsoft SQL Server Compact 3.5 SP2 x64 ENU

Microsoft SQL Server Compact 4.0 SP1 x64 ENU

Microsoft SQL Server Data Tools - enu (12.0.30919.1)

Microsoft SQL Server Data Tools Build Utilities - enu (12.0.30919.1)
Microsoft SQL Server Database Publishing Wizard 1.3

Microsoft SQL Server Database Publishing Wizard 1.4

Microsoft SQL Server Native Client

Microsoft SQL Server Setup Support Files (English)

Microsoft SQL Server System CLR Types

Microsoft SQL Server System CLR Types (x64)

Microsoft Sync Framework Runtime v1.0 SP1 (x64)

Microsoft Sync Framework SDK v1.0 SP1

Microsoft Sync Framework Services v1.0 SP1 (x64)

Microsoft Sync Services for ADO.NET v2.0 SP1 (x64)

Microsoft System CLR Types for SQL Server 2012

Microsoft System CLR Types for SQL Server 2012 (x64)
Microsoft Team Foundation Server 2010 Object Model - ENU
Microsoft Visual C++ 2008 Redistributable - x64 9.0.21022
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Microsoft Visual C++ 2010 x64 Designtime - 10.0.30319
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219
Microsoft Visual C++ 2010 x64 Runtime - 10.0.40219

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219
Microsoft Visual C++ 2010 x86 Runtime - 10.0.40219

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610
Microsoft Visual F# 2.0 Runtime

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)
Microsoft Visual SourceSafe 2005 - ENU
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VERSION
11.1.3000.0
3.5.5386.0
3.5.5692.0
3.5.5692.0
3.5.8080.0
3.5.8080.0
4.0.8876.1
12.0.30919.1
12.0.30919.1
10.0.1600.22
10.1.2512.8
9.00.3042.00
9.00.5000.00
10.51.2500.0
10.51.2500.0
1.0.3010.0
1.0.3010.0
1.0.3010.0
2.0.3010.0
11.1.3366.16
11.1.3366.16
10.0.40219
9.0.21022
9.0.30729
9.0.30729.4148
9.0.30729.6161
9.0.30729
9.0.30729.4148
9.0.30729.6161
10.0.30319
10.0.40219
10.0.40219
10.0.40219
10.0.40219
11.0.60610.1
11.0.60610.1
10.0.40219
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Microsoft Visual Studio 2008 Professional Edition - ENU
Microsoft Visual Studio 2008 Remote Debugger - ENU
Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
Microsoft Visual Studio 2008 Team Explorer - ENU

Microsoft Visual Studio 2010 ADO.NET Entity Framework Tools
Microsoft Visual Studio 2010 Express Prerequisites x64 - ENU
Microsoft Visual Studio 2010 IntelliTrace Collection (x64)
Microsoft Visual Studio 2010 Premium - ENU

Microsoft Visual Studio 2010 Service Pack 1

Microsoft Visual Studio 2010 Shell (Integrated) - ENU
Microsoft Visual Studio 2010 Shell (Isolated) - ENU

Microsoft Visual Studio 2010 Tools for Office Runtime (x64)

Microsoft Visual Studio Macro Tools

Microsoft Visual Studio Professional 2013

Microsoft Visual Studio Team Explorer 2010 - ENU

Microsoft Visual Studio Tools for Applications 2.0 - ENU

Microsoft Visual Studio Web Authoring Component

Microsoft Visual Web Developer 2010 Express - ENU

Microsoft Web Deploy 2.0

Microsoft Web Deploy 3.5

Microsoft Web Platform Installer 3.0

Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries

Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense

Microsoft Windows SDK for Visual Studio 2008 SP1 Tools
Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools
Microsoft WSE 3.0

Microsoft Xml Diff and Patch 1.0

MindFusion WinForms

MySQL Connector Net 6.4.3

MySQL Workbench 5.2 CE

NuGet

NVIDIA Graphics Driver 311.06

NVIDIA Stereoscopic 3D Driver

NVIDIA Update 1.10.8

Open XML SDK 2.0 for Microsoft Office

OpenSSL 1.0.1c (64-bit)

PDFCreator

Prerequisites for SSDT
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VERSION

9.0.30729

10.0.40219
10.0.40219
10.0.40219
10.0.30319
10.0.40219
10.0.40219
10.0.40219
10.0.40820
9.0.30729
12.0.21005.13
10.0.30319
9.0.30729
12.0.4518.1066
10.0.40219
2.0.1070
3.1237.1762
3.0.5
3.5.21022
6.1.5288.17011
6.1.5288.17011
6.1.5294.17011
6.1.5294.17011
3.0.5305.0
1.0.0

1.0.0

6.4.3

5.2.34.1
1.2.103.0
311.06
7.17.13.1106
1.10.8
2.0.5022

121
11.1.3000.0
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Realtek Ethernet Controller Driver

salesforce.com Data Loader

Samsung Data Migration

Samsung Magician

SSL Diagnostics 1.1 (x86)

StarTeam Cross-Platform Client

StarTeam SDK Runtime 5.4

Sublime Text Build 3059

TeamViewer 9

Visual C++ 2008 IA64 Runtime - v9.0.30729.01

Visual C++ 2008 x64 Runtime - v9.0.30729.01

Visual C++ 2008 x64 Runtime - v9.0.30729.4148

Visual C++ 2008 x64 Runtime - v9.0.30729.5570

Visual C++ 2008 x64 Runtime - v9.0.30729.6161

Visual C++ 2008 x86 Runtime - v9.0.30729.01

Visual C++ 2008 x86 Runtime - v9.0.30729.4148

Visual C++ 2008 x86 Runtime - v9.0.30729.5570

Visual C++ 2008 x86 Runtime - v9.0.30729.6161

Visual Studio .NET Prerequisites - English

Visual Studio 2005 Tools for Office Second Edition Runtime
Visual Studio 2010 Prerequisites - English

Visual Studio 2010 SP1 Tools for SQL Server Compact 4.0 ENU
Visual Studio 2010 Tools for SQL Server Compact 3.5 SP2 ENU
Visual Studio Tools for the Office system 3.0 Runtime
VMware Remote Console Plug-in

VMware vSphere Client 4.0

VMware vSphere Client 4.1

VMware vSphere Client 5.0

WCF RIA Services V1.0 SP2

Web Deployment Tool

Windows Assessment and Deployment Kit for Windows 8.1 Preview
Windows Live Essentials

WinSCP 4.2.9

WMI Tools

Xceed Components

Lizenzschlissel

Keine festgestellt
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VERSION
8.15.410.2013

2.0

4.3.0
1.6.0201.0
5.3.0.0

9.0.27339
9.0.30729.01
9.0.30729.01
9.0.30729.4148
9.0.30729.5570
9.0.30729.6161
9.0.30729.01
9.0.30729.4148
9.0.30729.5570
9.0.30729.6161
9.0.30729

10.0.40219
4.0.8482.1
4.0.8080.0

2.5.0.244046
4.0.0.15751
4.1.0.17435
5.0.0.37933
4.1.62812.0
1.1.0618
8.100.9431
15.4.3555.0308
4.2.9
1.50.1131.0001
2.2.6475.0
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Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name FTP HTTP RDP
(21/TCP) (80/TCP) (3389/TCP)

10.0.7.57 RANCOR v v v

Local

Unable to collect remotely
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1.61 - CORP.MYCO.COM\REMOTE

Computer IP address
Windows 2000 Server 10.0.7.68
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Nicht unterstltzte Betriebssysteme

System-Profil

0S Windows 2000 Server
Processor ‘
Last Active Directory Check-in ‘ 3/29/2014 6:18:06 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote
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IP-Adresse Computer-Name SMTP DNS SQLServer RDP
(25/TCP) (53/TCP) (1433/TCP) (3389/TCP)

10.0.7.68 \ REMOTE v v 7 v

Local

Unable to collect remotely
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1.62 - CORP.MYCO.COM\REX

Computer IP address
Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.7.47
Risk Section
System Risk
Score
System Issue Score

System Issue
Score C*—
Issues
B VIELE Sicherheits-Patches fehlen auf Computern
B Betriebssystem in erweitertem Support
System-Profil
0S Windows 7 Enterprise (x64) Service Pack 1 (Build 7601)
Manufacturer ‘ MSI/MS-7850
Service Tag/Serial Number ‘To Be Filled By O.E.M.
Processor Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz

64-bit ready

Multi-core (4 total)

Not hyper-threaded
OS Install Date 2/2/2011 8:35:26 AM
Last Active Directory Check-in \4/1/2014 8:04:24 PM
System Memory
Memory Serial # Speed Size

Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
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Memory Serial #
Speichermodul: Memory Bank1 (In Verwendung)

4096 MB
8192 MB

1333 MHz

Total Memory

Festplattenkapazitaten

Genutzter Speicher in Prozent

B2.16%:

&0 T &0 an 100

Volumes

Ir_lflufwe Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar Verf(l')J/ogbar
C: 0s 232.88 GB 121.48 GB 52.16% 111.4GB 47.84%
D: 44323 GB  36.40 GB 8.21% 406.83GB 91.79%
F: System Reserved 0.1 GB 0.03 GB 30.00% 0.07GB 70.00%
G 488.18 GB  93.90 GB 19.23%  394.28GB 80.77%

Physical Drives

Modell Seriennummer Grofe Volumes
Samsung SSD 840 Series ATA Device 31535039454e4441303 Hard Drive 232.88
6303134362045202020 GB
20
WDC WD10EADS-22M2B0 ATA Device |2020202057202d44435 Hard Drive 931.51
7564143353838373436 GB
38
USB Flash Disk USB Device AA00000000000485 Removable Media 1.86 GB

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address ‘D4:3D:7E:F7:31:CC

IPv4 Address 110.0.7.47

Default Gateway ‘ 10.0.1.1
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Endgeréate-Sicherheit

Security Center

Antivirus

¥ Microsoft Security Essentials

Enabled Ja
Up-to-date ‘ Ja
Antispyware
¥ Microsoft Security Essentials
Enabled Ja
Up-to-date Ja

& Windows Defender

Enabled ‘ Kein
Up-to-date ‘ Ja

Firewall

Enabled Kein
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA

PROBLEM BEWERTUNG PRUFUNG

Developer Tools, Runtimes, and Redistributables Failed (critical) 3 security updates are
Security Updates missing.

Microsoft Lync Server and Microsoft Lync Security Failed (critical) 1 security updates are
Updates missing. 1 service packs

or update rollups are
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PROBLEM

Office Communications Server And Office Communicator |Passed

Security Updates
Office Security Updates

SDK Components Security Updates

Silverlight Security Updates

SQL Server Security Updates

Windows Security Updates

Asset-Detailbericht
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PRUFUNG

BEWERTUNG

missing.

No security updates are
missing.

Failed (critical) 32 security updates are
missing. 2 service packs
or update rollups are

missing.

Passed No security updates are
missing.

Failed (critical) 1 security updates are

missing.

Failed (non-critical) 1 service packs or update

rollups are missing.

69 security updates are
missing. 4 service packs
or update rollups are
missing.

Failed (critical)

Passwort-Sicherheitsprifung fur lokales Konto

Prifung: Strong Security

Administrator - Weak, Disabled

Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt
Freigaben

UNC
\REX\ADMIN$
\REX\C$
\\REX\csharp bin
\\REX\D$
\\REX\download
\REX\F$
\REX\G$
\REX\IPC$
\\REX\nda-images
\\REX\pw bundles
\\REX\TW32
\\REX\TW32 bin
\\REX\redist
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PFAD Remark
C:\Windows

‘ c\

‘ D:\localx\TW32\src\csharp\bin

‘ D:\

‘ C:\download

‘ F:\

‘ G:\

D:\nda-images

‘ D:\localx\TW32\src\updates\bundle
‘ D:\localx\TW32

\ D:\localx\TW32\bin

C:\Program Files (x86)\Microsoft Visual Studio
9.0\VCl\redist

PAGE 245 of 353



[ataSecare

PFAD
\REX\rfshare ‘ C:\rfshare
\REX\soucesafe ‘ D:\soucesafe
\\REX\soucesafe2 ‘ C:\soucesafe

\\REX\systray ‘ D:\localx\TW32\src\csharp\bin\systray

Installierte Anwendungen
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RENES

ANWENDUNGSNAME VERSION
7-Zip 9.20 (x64 edition) 9.20.00.0
AAAmMarcusus8 0.0.1
ActivePerl 5.12.3 Build 1204 (64-bit) 5.12.1204
Adobe AIR 2.5.1.17730
Adobe Flash Player 12 ActiveX 12.0.0.77
Adobe Reader X (10.1.4) 10.1.4
AMD Catalyst Install Manager 8.0.911.0
Android SDK Tools 1.16
Bomgar Representative Client [nsremote. WESTridge.com]

ByteSphere OiDVIEW 6.0
Compatibility Pack for the 2007 Office system 12.0.6612.1000
ConnectWise Internet Client 12.2.1
Crystal Reports Basic for Visual Studio 2008 10.5.0.0
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5.0.0
DAEMON Tools Lite 4.47.1.0337
DAEMON Tools Toolbar 1.1.4.0024
DameWare SSH Client for Windows 1.0.0.0
D-Link DWA-131 Wireless N Nano USB Adapter

EaseUS Partition Master 9.2.2

EditiX-Free XML Editor free-2008-sp2

ffdshow v1.2.4422 [2012-04-09] 1.2.4422.0
Fiddler 24.1.0
Fiddler Syntax-Highlighting Addons

FileZilla Client 3.5.0 3.5.0

Foxit PDF Editor 2.2.1.1119
Free Games 111 3.0.0.0
foghorn Agent 2.0.0023
Google Chrome 33.0.1750.154
Google Data APl SDK 1.7

Google Toolbar for Internet Explorer 1.0.0

Greenbone Security Desktop
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Greenbone-Desktop-Suite 1.2.1
GTK2-Runtime

Haali Media Splitter

HM NIS Edit 2.0.3

HxD Hex Editor version 1.7.7.0

Intel(R) Control Center

Intel(R) Management Engine Components
Intel(R) Small Business Advantage

Intel(R) Smart Connect Technology 4.0 x64
Intel(R) USB 3.0 eXtensible Host Controller Driver
Jarx

Java 7 Update 45

Java SE Development Kit 7 Update 4 (64-bit)
Java(TM) 7 Update 4 (64-bit)

JavaFX 2.1.0 (64-bit)

JavaFX 2.1.0 SDK (64-bit)

Juniper Networks Network Connect 6.4.0
LinuxLive USB Creator

LogMeln

Magical Jelly Bean KeyFinder

Mail.dll 3.0

Malwarebytes Anti-Malware version 1.62.0.1300
Microsoft .NET Compact Framework 2.0 SP2
Microsoft .NET Compact Framework 3.5

Microsoft .NET Framework 4 Client Profile
Microsoft .NET Framework 4 Extended

Microsoft ASP.NET MVC 1.0

Microsoft Baseline Security Analyzer 2.2
Microsoft Device Emulator (64 bit) version 3.0 - ENU
Microsoft Document Explorer 2005

Microsoft Document Explorer 2008

Microsoft Exchange Web Services Managed API 1.1
Microsoft GPMC Sample Scripts

Microsoft Lync 2010

Microsoft Office Professional Plus 2010

Microsoft Online Services Module for Windows PowerShell
Microsoft Online Services Sign In

Microsoft Online Services Sign-in Assistant
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VERSION
121

2.22.0-2010-10-21-
ash

2.0.3
1.7.7.0
1.2.1.1011
9.0.10.1372
2.0.31.7101
4.0.41.2072
2.5.0.19
1.2

7.0.450
1.7.0.40
7.0.40

2.1.0

2.1.0
6.4.0.14343
2.8
4.1.2600
2.0.8.2

1.62.0.1300
2.0.7045
3.5.7283
4.0.30320
4.0.30320
1.0.0.0
2.2.2170
9.0.21022

14.2.51.0

1.0
4.0.7577.4103
14.0.4763.1000
1.0.0
1.0.1427.40
7.250.4122.0
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ANWENDUNGSNAME VERSION
Microsoft Platform SDK (3790.1830) 5.2.3790.1830
Microsoft Report Viewer Redistributable 2008 SP1

Microsoft Security Essentials 4.0.1526.0
Microsoft Silverlight 4.1.10329.0
Microsoft SQL Server 2005

Microsoft SQL Server 2008 Management Objects 10.0.1600.22
Microsoft SQL Server 2008 R2 (64-bit)

Microsoft SQL Server 2008 R2 Native Client 10.50.1617.0
Microsoft SQL Server 2008 R2 Policies 10.50.1600.1
Microsoft SQL Server 2008 R2 Setup (English) 10.50.1617.0
Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0
Microsoft SQL Server Compact 3.5 for Devices ENU 3.5.5386.0
Microsoft SQL Server Compact 3.5 SP1 Design Tools English 3.5.5692.0
Microsoft SQL Server Compact 3.5 SP2 ENU 3.5.8080.0
Microsoft SQL Server Compact 3.5 SP2 Query Tools ENU 3.5.8080.0
Microsoft SQL Server Database Publishing Wizard 1.3 10.0.1600.22
Microsoft SQL Server Native Client 9.00.5000.00
Microsoft SQL Server Setup Support Files (English) 9.00.5000.00
Microsoft SQL Server System CLR Types (x64) 10.50.1600.1
Microsoft SQL Server VSS Writer 9.00.5000.00
Microsoft Tool Web Package : OH.EXE 1.00.0.1
Microsoft Visio Professional 2013 15.0.4420.1017
Microsoft Visual C++ 2005 Redistributable 8.0.61001
Microsoft Visual C++ 2005 Redistributable (x64) 8.0.61000
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161
Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022 9.0.21022
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219
Microsoft Visual J# 2.0 Redistributable Package - SE (x64)

Microsoft Visual SourceSafe 2005 - ENU

Microsoft Visual Studio 2008 Professional Edition - ENU

Microsoft Visual Studio 2008 Remote Debugger - ENU

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0.30729
Microsoft Visual Studio 2008 Team Explorer - ENU

Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0.35191
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ANWENDUNGSNAME

Microsoft Visual Studio Web Authoring Component

Microsoft Web Platform Installer 3.0

Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools
Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools
Microsoft Xml Diff and Patch 1.0

Mozilla Firefox 5.0.1 (x86 en-US)

Mozilla Maintenance Service

Mozilla Thunderbird 16.0.1 (x86 en-US)

MSIBuilder

MySQL Connector Net 6.4.3

MySQL Connector/ODBC 5.1

MySQL Workbench 5.2 CE

Network Console

Network Detective Client

Nmap 5.51

Nullsoft Install System

NVIDIA 3D Vision Driver 266.58

NVIDIA Graphics Driver 266.58

NVIDIA HD Audio Driver 1.1.13.1

NVIDIA PhysX System Software 9.10.0514

Open XML SDK 2.0 for Microsoft Office

OpenSSL 1.0.0d Light (32-bit)

Openvas-CLI

Orca

Excelsior Explorer

ExcelsiorGateway

QuickShare

Realtek Ethernet Controller Driver

Realtek High Definition Audio Driver

Samsung Data Migration

Samsung Magician

SAMSUNG USB Driver for Mobile Phones

ScreenConnect Client (2872323bbe412f4c)

Spybot - Search & Destroy

SQL Server System CLR Types

SQLite ADO.NET 2.0/3.5 Provider

PROPRIETARY & CONFIDENTIAL

NETZWERK-PRUFUNG

Asset-Detailbericht

VERSION
12.0.4518.1066
3.0.5
3.5.21022
6.1.5288.17011
6.1.5288.17011
6.1.5294.17011
6.1.5294.17011
1.0.0

5.0.1

16.0.1

16.0.1

2.0.25

6.4.3

5.1.8

5.2.34.1
8.00.172

1.0.0

2.46
266.58
266.58
11131
9.10.0514
2.0.5022

3.1.5299.0000
3.0.1073
2.1.1058
10.204.60.14277
7.72.410.2013
6.0.1.6959
2.0

41.0

1.5.22.0
3.3.4664.4891
1.6.2
10.0.1600.22
1.066.0
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StarTeam Cross-Platform Client
StarTeam SDK Runtime 5.4

SUABNR

SystemTools DumpSec

UltraSearch V1.6.1

Van Dyke Technologies SecureCRT 3.3

Verizon Wireless Software Upgrade Assistant - Samsung(ar)
Verizon Wireless Software Utility Application for Android - Samsung
VGA Boost

Visual C++ 2008 1A64 Runtime - v9.0.30729.01

Visual C++ 2008 x64 Runtime - v9.0.30729.01

Visual C++ 2008 x64 Runtime - v9.0.30729.4148

Visual C++ 2008 x64 Runtime - v9.0.30729.6161

Visual C++ 2008 x86 Runtime - v9.0.30729.01

Visual C++ 2008 x86 Runtime - v9.0.30729.4148

Visual C++ 2008 x86 Runtime - v9.0.30729.6161

Visual Studio .NET Prerequisites - English

Visual Studio 2005 Tools for Office Second Edition Runtime
Visual Studio Tools for the Office system 3.0 Runtime
VMware vSphere Client 4.0

VMware vSphere Client 4.1

VMware vSphere Client 5.0

VMware vSphere Host Update Utility 4.0

Windows Mobile 5.0 SDK R2 for Pocket PC

Windows Mobile 5.0 SDK R2 for Smartphone

Windows Resource Kit Tools

WinPcap 4.1.2

WInRAR archiver

WinSCP

WinSCP 4.2.9

WinZip

WinZip Self-Extractor

WiX Toolset v3.7.1224.0

Xceed Components

Xming 6.9.0.31

Lizenzschlissel

Keine festgestellt
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VERSION
5.3.0.0

1.1.0.13103_1
2.8.6

1.6.1

3.3

2.13.1103
2.14.0106
1.0.0.5
9.0.30729.01
9.0.30729.01
9.0.30729.4148
9.0.30729.6161
9.0.30729.01
9.0.30729.4148
9.0.30729.6161
9.0.30729

4.0.0.15751
4.1.0.17435
5.0.0.37933
4.0.0.15751
5.00.1700.5.14343.06
5.00.1700.5.14343.06
5.2.3790

4.1.0.2001

429

8.1 (4331)

3.7.1224.0

2.2.6475.0
6.9.0.31
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Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.47 REX v

Local

Unable to collect remotely
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1.63 - CORP.MYCO.COM\RSO01

Computer IP address
Windows Server 2008 R2 Enterprise 54.208.211.135
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

(O Windows Server 2008 R2 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 1/1/2014 1:38:43 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Unable to collect remotely
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1.64 - CORP.MYCO.COM\SALESO1

Computer IP address
Windows 8 Enterprise 10.0.3.11
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 8 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 1/27/2014 3:29:25 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.65 - CORP.MYCO.COM\SE-DAVIS

Computer IP address
Windows 7 Professional (x64) Service Pack 1 (Build 7601) 10.0.7.20
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Betriebssystem in erweitertem Support

System-Profil

(O Windows 7 Professional (x64) Service Pack 1 (Build 7601)
Manufacturer ‘ Hewlett-Packard/s5710f
Processor AMD Athlon(tm) Il X2 260 Processor

64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date \8/3/2011 2:42:28 PM
Last Active Directory Check-in \4/1/2014 3:01:21 PM

System Memory

Serial # Speed
Speichermodul: Memory BankO (In Verwendung) 1333 MHz 1024 MB
Speichermodul: Memory Bank1 (In Verwendung) 1333 MHz 2048 MB
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Memory Serial #

Total Memory 3072 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

C: 1§.37%
D: BTSN
] ] I I 1 1 1 L ] 1 1
1] 10 20 30 40 50 60 TO 80 80 100
Volumes
. o - %
0,
Volume Label Filesystem Kapazitdt ~ Genutzt % Genutzt Verfugbar Verfigbar
G 685.64 GB 125.92 GB  18.37% 559.72GB 81.63%
D: HP_RECOVERY 129 GB 11.32GB 87.75% 1.58GB 12.25%

Physical Drives

Seriennummer Grofe Volumes
Hitachi HDS721075CLA332 ATA Device |202020202020504a373 Hard Drive 698.63
2303450485730594c48 GB
59
Generic- Multi-Card USB Device 0B

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle FE Family Controller
Physical Address ‘78:AC:CO:A9:BB:F9

IPv4 Address 110.0.7.20

Default Gateway ‘ 10.0.1.1

Unknown Type adapter :

Description VirtualBox Host-Only Ethernet Adapter
Physical Address ‘08:00:27:00:58:1A
IPv4 Address ‘ 192.168.56.1;fe80::1de9:h256:9ele:5e4e

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
& windows Defender
Enabled Kein
Up-to-date ‘ Ja
Firewall

il . .
‘¥ Windows Firewall

Enabled Ja
Domain Setting Off
Private Setting [ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA

PROBLEM BEWERTUNG PRUFUNG

Developer Tools, Runtimes, and Redistributables Security | Passed No security updates are

Updates missing.

Microsoft Application Virtualization Security Updates Passed No security updates are
missing.

Microsoft Lync Server and Microsoft Lync Security Passed No security updates are

Updates missing.

Office Communications Server And Office Communicator | Passed No security updates are

Security Updates missing.

Office Security Updates Passed No security updates are
missing.

Silverlight Security Updates Passed No security updates are
missing.

Skype Security Updates Passed No security updates are
missing.
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PROBLEM BEWERTUNG PRUFUNG

SQL Server Security Updates Passed No security updates are
missing.

Windows Security Updates Passed No security updates are
missing.

Passwort-Sicherheitsprifung fur lokales Konto
Prufung: Strong Security

Administrator - Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

(Von WMI)

IP-Adresse Druckername Zugegriffen von

10.0.7.20 \ HP OfficeJet K60

(Von Freigaben)

Share Permissions

Shared Printer User/Group =1
Control

Change Read

\\SE-DAVIS\K60_on_jim
(HP OfficeJet K60,LocalsplOnly)

Freigaben

UNC PFAD Remark
\SE-DAVIS\ADMIN$ C:\Windows

\SE-DAVIS\C$ \ c:\

\SE-DAVIS\D$ \ D:\

\SE-DAVIS\IPC$ \

\\SE-DAVIS\K60_on_jim ‘ HP OfficeJet K60,LocalsplOnly

\\SE-DAVIS\print$ ‘ C:\Windows\system32\spool\drivers

\SE-DAVIS\Q$ \ Q:\

\\SE-DAVIS\Users \ C:\Users

Installierte Anwendungen

ANWENDUNGSNAME VERSION
7-Zip 9.20 (x64 edition) 9.20.00.0
Adobe Acrobat 9.4.7 - CPSID_83708 ‘

Adobe AIR 1.5.3.9120

Adobe Community Help 3.0.0.400
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Adobe Creative Suite 4 Master Collection

Adobe Creative Suite 5 Master Collection
Adobe Flash Player 10 Plugin

Adobe Flash Player 11 ActiveX 64-bit
Adobe Media Player

Advanced IP Scanner

Apache HTTP Server 2.2.21

Autolt v3.3.6.1

BlackBerry Device Communication Components
Bomgar Representative Client [nsremote.WESTridge.com]
Brother MFL-Pro Suite MFC-9320CW
CDBurnerxpP

Cisco AnyConnect VPN Client

Cisco Systems VPN Client 5.0.07.0290
Citrix online plug-in - web

ConnectWise Internet Client

CutePDF Writer 2.8

Debugging Tools for Windows (x64)

Delta Chrome Toolbar

D-Link DWA-130 Wireless N USB Adapter
ExamDiff 1.9 (Build 1.9.0.1)

FileZilla Client 3.6.0.2

FortiClient SSL VPN v4.0.2012

Google Chrome

Google Talk (remove only)

GoToAssist Corporate

GPL Ghostscript

HTML Help Workshop

iLivid

IrfanView (remove only)

Java 7 Update 17

Juniper Networks Network Connect 6.4.0
Microsoft .NET Framework 4 Client Profile
Microsoft .NET Framework 4 Extended
Microsoft Application Virtualization Desktop Client
Microsoft Baseline Security Analyzer 2.2
Microsoft GPMC Sample Scripts

Microsoft Lync 2010

Microsoft Office Professional Plus 2010
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VERSION
4.0

5.0
10.1.52.14
11.2.202.228
1.8

2.1.200
2221

1.2.0.21

2.0.1.0
4.5.1.4003
2.5.1025
5.0.7
12.0.0.6410
8.1

6.12.2.633

1.9.01
3.6.0.2
4.0.2012
33.0.1750.154

9.1.0.615
9.05

1.92.0.118480
4.32

7.0.170
6.4.0.14343
4.0.30319
4.0.30319
4.6.0.20200
2.2.2170

1.0
4.0.7577.4419
14.0.7015.1000
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Microsoft Online Services Module for Windows PowerShell

Microsoft Online Services Sign-in Assistant

Microsoft Silverlight

Microsoft Visual Basic 6.0 Professional Edition

Microsoft Visual C++ 2005 Redistributable

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319
Microsoft Web Publishing Wizard 1.53

Mozilla Firefox 23.0.1 (x86 en-US)

Mozilla Maintenance Service

MySQL Connector/ODBC 5.2(a)

MySQL Connector/ODBC 5.2(w)

MySQL Control Center

MySQL Documents 5.6

MySQL Examples and Samples 5.6

MySQL For Excel 1.1.0

MySQL Installer

MySQL Notifier 1.0.3

MySQL Server 5.6

MySQL Workbench 5.2 CE

Notepad++

Nucleus Kernel Outlook Password Recovery ver 10.08.01
Oracle VM VirtualBox 4.1.14

PowerlSO

PowerShellScriptOMatic v.1.0

Excelsior Explorer

PuTTY development snapshot 2011-11-02:r9326

Quick Screen Capture 3.0

ShadowProtect

ShadowProtect ImageManager

Skype 6.11

StorageCraft Recovery Environment Builder

TeamViewer 8

Terminals

Visual CertExam Suite

VLC media player 2.0.8
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1.0.0
7.250.4122.0
5.1.30214.0

8.0.61001
9.0.30729.4148
9.0.30729.6161
9.0.30729.4148
9.0.30729.6161
10.0.30319

23.0.1
23.0.1
5.2.4
5.2.4
0.9.4
5.6.10
5.6.10
1.1.0
1.1.7.0
1.0.3
5.6.10
5.2.47
5.9.3

4.1.14

5.1

1.0.0
3.0.1074
2011-11-02:r9326
3.0
4.15.10125
41.0
6.11.102
1.1.1.30113
8.0.17396
2.0.0

2.0.8
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VERSION

1.3.7600.16423
50.6.7284

ANWENDUNGSNAME
Windows XP Mode
X-Lite

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name HTTP RDP
(80/TCP) (3389/TCP)

10.0.7.20 SE-DAVIS v v

Local

Unable to collect remotely
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1.66 - CORP.MYCO.COM\SHAREPOINT-01

Computer IP address
Windows Server 2012 Datacenter (x64) unknown (Build 9200) 10.0.1.71
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
System-Profil
(O Windows Server 2012 Datacenter (x64) unknown (Build 9200)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 9367-8943-5063-0457-2045-1142-08
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \2/11/2014 12:06:31 PM
Last Active Directory Check-in \4/1/2014 9:35:56 PM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 1024 MB
MHz
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Additional 1 virtual memory slot

Total Memory 1024 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

1p.5%

] 10 30 40 L2l &0 T &0 an 100
Volumes
. o - %
0,
Volume Label Filesystem Kapazitdt ~ Genutzt % Genutzt Verfugbar Verfigbar
G 126.66 GB 23.43 GB 18.50% 103.23GB 81.50%
E: SharePoint-01-Data 126.87 GB  0.27 GB 0.21% 126.6GB 99.79%

Physical Drives

Seriennummer GroRRe Volumes
Virtual HD ATA Device Hard Drive 126.99
GB
Microsoft Virtual Disk Hard Drive 126.99
GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address ‘00:15:5D:01:DF:2A

IPv4 Address 10.0.1.71;fe80::45ee:1d9e:d192:de0a
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center
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Antispyware
No antispyware reported by Security Center

Firewall

- ] . N
¥ Windows Firewall

Enabled Ja

Domain Setting Installiert
Private Setting [ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprufung fir lokales Konto
Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD Remark

\SHAREPOINT-01\ADMIN$ C:\Windows

\\SHAREPOINT-01\Analytics_b59c619c-c655-  E:\Program Files\Microsoft Office

49ec-999b-90d7c8f05e69 Servers\15.0\Data\Office
Server\Analytics_b59c619c-c655-49ec-999b-
90d7c8f05e69

\\SHAREPOINT-01\C$ ‘ C:\

\\SHAREPOINT-01\E$ ‘ E:\

\\SHAREPOINT-01\gthrsvc_b59¢c619c-c655- | E:\Program Files\Microsoft Office

49ec-999b-90d7c8f05e69-crawl-0 Servers\15.0\Data\Office
Server\Applications\b59¢c619c-c655-49ec-
999b-90d7c8f05e69-crawl-0\gthrsvc

\SHAREPOINT-01\IPC$
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Installierte Anwendungen

ANWENDUNGSNAME VERSION

Active Directory Rights Management Services Client 2.1 1.0.959.0
AppFabric 1.1 for Windows Server 1.1.2106.32
Microsoft CCR and DSS Runtime 2008 R3 2.2.760
Microsoft Identity Extensions 2.0.1459.0
Microsoft SharePoint Server 2013 15.0.4420.1017
Microsoft SQL Server 2005 Analysis Services ADOMD.NET 9.00.1399.06
Microsoft SQL Server 2008 R2 Native Client 10.51.2500.0
Microsoft Sync Framework Runtime v1.0 SP1 (x64) 1.0.3010.0
WCF Data Services 5.0 (OData v3) 5.0.51212.0
Windows Server AppFabric v1.1 CU1[KB 2671763]LDR 1.1.2106.32

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely
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1.67 - CORP.MYCO.COM\SHARLISE-WIN8

Computer IP address
Windows 8 Enterprise 10.0.6.28
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 8 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 2/3/2014 8:13:47 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.68 - CORP.MYCO.COM\SHREDDER

Computer IP address
Windows Server 2003 10.0.1.11
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

0S Windows Server 2003
Processor ‘
Last Active Directory Check-in ‘ 8/1/2013 2:06:03 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.69 - CORP.MYCO.COM\SLOWE-WIN8

Computer IP address
Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.6.0
Risk Section

System Risk

Score

System Issue Score

System Issue
Score Current| 0

Issues

No issues detected

System-Profil

0S Windows 8 Enterprise (x64) unknown (Build 9200)

Manufacturer ‘ Hewlett-Packard/p7-1587c

Processor AMD A8-5500 APU with Radeon(tm) HD Graphics
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date ‘4/15/2013 5:44:27 PM
Last Active Directory Check-in ‘4/1/2014 9:32:05 PM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) 1600 MHz 8192 MB
Speichermodul: Memory Bank1 (Verfiigbar)
Total Memory 8192 MB

PROPRIETARY & CONFIDENTIAL PAGE 275 of 353



Asset-Detailbericht
NETZWERK-PRUFUNG

Festplattenkapazitaten

Genutzter Speicher in Prozent

I
[i} 10 20 30 40 50 60 70 80 0 100

Volumes

%

- 0 o 0
Volume Label Filesystem Kapazitdit ~ Genutzt % Genutzt Verfugbar Verfigbar

C: 931.17GB 111.83GB 12.01% 819.34GB 87.99%

Physical Drives

Seriennummer GroRRe Volumes
WDC WD10EZEX-60ZF5A0 WD-WMC1S3927924  Hard Drive 931.51
GB
Generic- Compact Flash USB Device ‘058F63626471 0B
HP Officejet Pro 86 USB Device ‘ 0B
Generic- SD/MMC USB Device ‘058F63626470 0B
Generic- MS/MS-Pro USB Device ‘058F63626473 0B
Generic- SM/xD-Picture USB Device ‘058F63626472 0B

Windows IP Configuration

Unknown Type adapter :

Description Qualcomm Atheros AR8161 PCI-E Gigabit Ethernet Controller (NDIS
6.30)

Physical Address ‘78:E3:BS:BC:D8:2E

IPv4 Address ‘ 10.0.6.0;fe80::4cdc:6159:6101:2739

Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
¢ GFI Software VIPRE
Enabled ‘ Ja
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¥ GFI Software VIPRE

Asset-Detailbericht
NETZWERK-PRUFUNG

Up-to-date Kein

¥ Windows Defender

Enabled ‘ Kein
Up-to-date Ja
Antispyware
¥ GFI Software VIPRE
Enabled Ja
Up-to-date Kein

& Windows Defender

Enabled ‘ Kein
Up-to-date ‘ Ja

Firewall

o .
‘¥ Windows Firewall

Enabled Ja

Domain Setting Installiert
Private Setting [ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus

¥ GFI Languard

Enabled Ja
Antispyware
¥ GFI Languard
Enabled ‘ Ja
Firewall

No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fur lokales Konto

Keine festgestellt

Angeschlossene Drucker

(Von WMI)
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IP-Adresse Druckername Zugegriffen von

HP Officejet Pro 8600

Brother MFC-9320CW
Printer

10.0.6.0

(Von Freigaben)

Shared Printer

NETZWERK-PRUFUNG

Asset-Detailbericht

Share Permissions

Change Read

\\SLOWE-WIN8\Brother MFC-9320CW
Printer

(Brother MFC-9320CW
Printer,LocalsplOnly)

\SLOWE-WIN8\Brother MFC-9320CW Printer ‘ Brother MFC-9320CW Printer,LocalsplOnly

Freigaben

UNC PFAD
\SLOWE-WINS\ADMINS$ C:\Windows
\SLOWE-WIN8\C$ ‘ c:\

\SLOWE-WINS\IPC$ \

\\SLOWE-WIN8\print$ ‘ C:\Windows\system32\spool\drivers

Installierte Anwendungen

Control

Remark

ANWENDUNGSNAME VERSION

Adobe Acrobat 9 Pro - English, Frangais, Deutsch
Adobe Acrobat 9.1.2 - CPSID_49166

Adobe AIR

Adobe Community Help

Adobe Creative Suite 5 Master Collection

Adobe Media Player

Adobe Reader Xl (11.0.06)

Camtasia Studio 7

CCleaner

Citrix Online Launcher

GFI Business Agent

Google Chrome

Google Talk Plugin

HP Officejet Pro 8600 Basic Device Software

HP Officejet Pro 8600 Help

HP Officejet Pro 8600 Product Improvement Study
HP Update

PROPRIETARY & CONFIDENTIAL

9.1.2

4.0.0.1390
3.0.0.400

5.0

1.8

11.0.06

7.1.1

4.10

1.0.168
6.0.5481
33.0.1750.154
4.9.1.16010
28.0.1315.0
28.0.0
28.0.1315.0
5.003.003.001
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ANWENDUNGSNAME

I.LR.I.S. OCR

Java 7 Update 51

Microsoft Baseline Security Analyzer 2.3
Microsoft Lync 2010

Microsoft Lync 2013

Microsoft Lync Web App Plug-in
Microsoft Office Live Meeting 2007

Microsoft Office Professional Plus 2010

Microsoft Online Services Sign-in Assistant
Microsoft Project Professional 2013

Microsoft Silverlight

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely
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VERSION
12.3.4.0
7.0.510
2.3.2208
4.0.7577.4419
15.0.4569.1506
15.8.8653.0
8.0.6362.215
14.0.7015.1000
7.250.4303.0
15.0.4569.1506
5.1.30214.0
9.0.30729.4148
9.0.30729.6161
9.0.30729.4148
9.0.30729.6161
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1.70 - CORP.MYCO.COM\SPIELOAU

Computer IP address
Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.7.34
Risk Section

System Risk
Score

System Issue Score

System Issue

Issues

B [naktive Computer

System-Profil

0S Windows 8 Enterprise (x64) unknown (Build 9200)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 1097-4959-0019-5135-0642-1586-01
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready
Single-core
Not hyper-threaded
OS Install Date ‘5/15/2014 1:27:11 PM
Last Active Directory Check-in ‘ <never>

System Memory

Serial #
Speichermodul: Memory BankO (In Verwendung) unknown 3968 MB
MHz
Speichermodul: Memory Bank1 (In Verwendung) unknown 128 MB
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Memory Serial #

Total Memory 4096 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

I
1} 1 20 30 40 S0 60 0 a0 Y 100

%

: 0 .
Filesystem Kapazitat Genutzt % Genutzt Verfugbar Verfugbar

C: 126 GB 12.00 GB 9.52% 114GB 90.48%

Physical Drives

Modell Seriennummer GroRRe Volumes
Virtual HD ATA Device Hard Drive 126.99
GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V-Netzwerkadapter
Physical Address ‘00:15:5D:01:E0:32

IPv4 Address ‘ 10.0.7.34;fe80::7d9e:1371:31b5:b8fb
Default Gateway 110.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus

¥ windows Defender

Enabled ‘ Ja
Up-to-date ‘ Ja
Antispyware
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Enabled ‘ Ja
Up-to-date ‘ Ja

Firewall

oy . .
\¥ Windows Firewall

Enabled ‘Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

RENETS
\SPIELOAU\ADMIN$ C:\Windows
\SPIELOAU\CS ‘ c:\

\SPIELOAUNIPCS \

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt
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Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely
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1.71 - CORP.MYCO.COM\SQL2012-01

Computer IP address
Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 10.0.1.61
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
System-Profil
(O Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 8661-1451-5638-7616-8853-5720-99
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \2/9/2014 10:13:49 PM
Last Active Directory Check-in \4/1/2014 3:28:05 AM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 3968 MB
MHz
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Memory Serial #

unknown 128 MB

MHz

Speichermodul: Memory Bank1 (In Verwendung)

Speichermodul: Memory Bank2 (In Verwendung) unknown 0 MB
MHz

Total Memory 4096 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

c 7%
E 5.95
] 10 20 30 40 50 50 70 80 a0 100
Volumes
0

CURE Volume Label Filesystem Kapazitat Genutzt % Genutzt Verfugbar /0
rk Verfugbar
(@ 126.48 GB 21.62 GB 17.09% 104.86GB 82.91%
E: SQL2012-01 Data 126.87 GB  7.55GB 5.95% 119.32GB 94.05%

Physical Drives

Modell Seriennummer GroRRe Volumes
Microsoft Virtual Disk Hard Drive 126.99

GB
Microsoft Virtual Disk Hard Drive 126.99

GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address ‘00:15:5D:07:1C:OB

IPv4 Address 10.0.1.61;fe80::f0bd:e6a3:9216:2384
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center
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Antivirus
No antivirus reported by Security Center

Asset-Detailbericht
NETZWERK-PRUFUNG

Antispyware
No antispyware reported by Security Center

Firewall

oy . .
\¥ Windows Firewall

Enabled ‘Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto
Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

(U] \\[ef PFAD Remark
\SQL2012-01\ADMIN$ C:\Windows

\SQL2012-01\C$ \ c:\

\SQL2012-01\E$ \ E:\

\SQL2012-01\IPC$ \

Installierte Anwendungen

ANWENDUNGSNAME VERSION
Microsoft .NET Framework 4 Multi-Targeting Pack 4.0.30319
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ANWENDUNGSNAME

Microsoft Help Viewer 1.1

Microsoft Report Viewer 2012 Runtime

Microsoft SQL Server 2008 R2 Management Objects
Microsoft SQL Server 2008 Setup Support Files

Microsoft SQL Server 2012 (64-bit)

Microsoft SQL Server 2012 Data-Tier App Framework
Microsoft SQL Server 2012 Management Objects

Microsoft SQL Server 2012 Management Objects (x64)
Microsoft SQL Server 2012 Native Client

Microsoft SQL Server 2012 Policies

Microsoft SQL Server 2012 RS Add-in for SharePoint
Microsoft SQL Server 2012 Setup (English)

Microsoft SQL Server 2012 Transact-SQL Compiler Service
Microsoft SQL Server 2012 Transact-SQL ScriptDom
Microsoft SQL Server 2012 T-SQL Language Service
Microsoft SQL Server Data Tools — Database Projects — Web installer entry point
Microsoft SQL Server System CLR Types

Microsoft System CLR Types for SQL Server 2012

Microsoft System CLR Types for SQL Server 2012 (x64)
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219
Microsoft Visual C++ 2010 x86 Runtime - 10.0.40219
Microsoft Visual Studio 2010 Shell (Integrated) - ENU
Microsoft Visual Studio 2010 Shell (Isolated) - ENU

Microsoft Visual Studio Tools for Applications Design-Time 3.0
Microsoft Visual Studio Tools for Applications x64 Runtime 3.0
Microsoft Visual Studio Tools for Applications x86 Runtime 3.0
Microsoft VSS Writer for SQL Server 2012

Prerequisites for SSDT

SQL Server Browser for SQL Server 2012

Visual Studio 2010 Prerequisites - English

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports
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VERSION
1.1.40219
11.0.2100.60
10.51.2500.0
10.1.2731.0

11.1.2816.0
11.0.2100.60
11.0.2100.60
11.1.3000.0
11.0.2100.60
11.1.3000.0
11.1.3128.0
11.1.3128.0
11.1.3000.0
11.0.2100.60
10.3.20116.0
10.51.2500.0
11.0.2100.60
11.1.3000.0

9.0.30729.4974
9.0.30729.6161

10.0.40219
10.0.40219
10.0.40219
10.0.40219
10.0.40219
10.0.40220
10.0.40220
10.0.40220
11.1.3000.0
11.0.2100.60
11.1.3000.0
10.0.40219
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Remote

Keine festgestellt

Local

Unable to collect remotely
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1.72 - CORP.MYCO.COM\STORAGEO1

Computer IP address
Windows Server 2008 R2 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.1.69
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
B Betriebssystem in erweitertem Support

System-Profil

Windows Server 2008 R2 Enterprise (x64) Service Pack 1 (Build
7601)

Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 0404-0609-9916-1850-3963-0316-93

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)

Not hyper-threaded

OS Install Date \ 1/28/2011 4:42:28 PM
Last Active Directory Check-in \4/1/2014 6:11:42 PM

System Memory

Memory Serial # Speed Size
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Memory Serial #

unknown 1536 MB

MHz

Speichermodul: Memory BankO (In Verwendung)

Additional 1 virtual memory slot
Total Memory 1536 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

0,
Filesystem Kapazitat Genutzt % Genutzt Verflgbar 42

Verfugbar
(&5 Storage01 C 123.92 GB 26.33 GB 21.25% 97.59GB 78.75%
D: Storage D 1738.99 GB 619.22 GB 35.61% 1119.77GB  64.39%
E: Storage01-E-a 512GB  280.11 GB  54.71%  231.89GB  45.29%

Physical Drives

Modell Seriennummer GroRRe Volumes
Virtual HD ATA Device 2020202020202020202 Hard Drive 1.82 TB
0202020202020202020
20
Msft Virtual Disk SCSI Disk Device Hard Drive 512 GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address \ 00:15:5D:07:1C:02

IPv4 Address 10.0.1.69;fe80::e496:7bee:65d8:ad85
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

il - .
‘¥ Windows Firewall

Enabled Kein
Domain Setting Off
Private Setting Off
Public Setting ‘ Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status
Unable to scan
Passwort-Sicherheitsprufung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

UNC PFAD RENETS
\\STORAGEO1\ADMIN$ C:\Windows

\STORAGEO1\C$ ‘ C:\

\\STORAGEO1\CertEnroll ‘ C:\Windows\system32\CertSrv\CertEnroll
\\STORAGEO1\ClientApps ‘ D:\Shared Files\ClientApps

\\STORAGEO1\Common ‘ D:\Shared Files\Common

\STORAGE01\D$ \ D:\

\STORAGEO1\E$ \ E:\
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\STORAGEO1\ETemp \ E\Temp
\STORAGEO1\F$ \ F:\

\STORAGEOL\IPC$ \

\\STORAGEO01\ISO ‘ E:\Shared Folders\ISO

\STORAGE01\NS01 \ C:\DFSRo0ts\NS01
\\STORAGEO01\OldCommon ‘ E:\OldCommon
\\STORAGEOI\REMINST ‘ D:\Remotelnstall
\STORAGEO01\Temp ‘ E:\Temp

Installierte Anwendungen

ANWENDUNGSNAME

Asset-Detailbericht
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RENES

T

VERSION

Adobe Flash Player 11 ActiveX

Assessment and Deployment Kit

Broadcom Drivers and Management Applications
Microsoft .NET Framework 4 Client Profile
Microsoft .NET Framework 4 Extended

Microsoft Baseline Security Analyzer 2.2

Microsoft iISCSI Software Target

Microsoft SQL Server 2005

Microsoft SQL Server 2008 Management Objects
Microsoft SQL Server Native Client

Microsoft SQL Server Setup Support Files (English)
Microsoft SQL Server VSS Writer

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
ScreenConnect Client (2872323bbe412f4c)

SQL Server System CLR Types

VIPRE Business Premium

VirtualCloneDrive

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
Local

PROPRIETARY & CONFIDENTIAL

11.1.102.55
8.59.25584
14.2.11.5
4.0.30319
4.0.30319
2.2.2170
3.3.16544.0

10.0.1600.22
9.00.5000.00
9.00.5000.00
9.00.5000.00
9.0.30729.6161
4.1.6060.5144
10.0.1600.22
6.2.2.3
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Unable to collect remotely
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1.73 - CORP.MYCO.COM\TANDEM

Computer IP address
Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.7.28
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Anti-Virus nicht installiert
B Betriebssystem in erweitertem Support
System-Profil
0S Windows 7 Enterprise (x64) Service Pack 1 (Build 7601)
Manufacturer ‘ MSI/MS-7850
Service Tag/Serial Number ‘To Be Filled By O.E.M.
Processor Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz

64-bit ready

Multi-core (4 total)

Not hyper-threaded
OS Install Date 8/3/2011 3:06:22 PM
Last Active Directory Check-in \4/1/2014 9:17:25 PM
System Memory
Memory Serial # Speed Size

Speichermodul: Memory BankO (In Verwendung) 1333 MHz 4096 MB
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NETZWERK-PRUFUNG

Memory Serial #

Speichermodul: Memory Bank1 (In Verwendung) 1333 MHz 4096 MB
Total Memory 8192 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

81.13%

E 1.84%

I 1 1 1

I} 10 an 100
Volumes

0,
Volume Label Filesystem Kapazitdit ~ Genutzt % Genutzt Verfugbar A)
Verfluigbar

G oS 232.88GB 188.93GB  81.13% 43.95GB 18.87%
E: ‘ DATA 1863.01 GB 34.25 GB 1.84% 1828.76GB  98.16%

Physical Drives

Modell Seriennummer Type GroRRe Volumes
Samsung SSD 840 Series ATA Device 31535039454e4441303 Hard Drive 232.88
6343038352052202020 GB
20
TOSHIBA DTO1ACA200 ATA Device 2020202020202020202 Hard Drive 1.82TB
0582041334¢c41594553
41

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address \ D4:3D:7E:F7:32:B1

IPv4 Address 10.0.7.28;fe80::242f:6b98:cbb:h22
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus

PROPRIETARY & CONFIDENTIAL PAGE 295 of 353



[ataSecarefv 1

NETZWERK-PRUFUNG
No antivirus reported by Security Center

Antispyware

& Windows Defender
Enabled Ja
Up-to-date Kein
Firewall

oy a ]
\¥ Windows Firewall

Enabled Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto
Prufung: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

Keine festgestellt

Freigaben
UNC PFAD Remark
\TANDEM\ADMIN$ C:\Windows
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PFAD
\TANDEM\C$ ‘ c:\
\TANDEM\E$ \ E:\
\\TANDEM\Explorer C:\xdrive\Excelsior\ProX Server.root\ProX
Server\Deployment\MyCo\Pandora\Explorer
\TANDEM\Intel \ C:\intel

\TANDEM\IPC$ \
\\TANDEM\publish ‘ C:\xdrive\publish
\TANDEM\Share ‘ E:\Share

Installierte Anwendungen

NETZWERK-PRUFUNG

Asset-Detailbericht

RENES

ANWENDUNGSNAME VERSION
7-Zip 9.20 (x64 edition) 9.20.00.0
Adobe AIR 2.7.1.19610
Adobe Flash Player 11 ActiveX 11.9.900.152
Adobe Reader X (10.1.0) 10.1.0
AMD Catalyst Install Manager 8.0.911.0
Apache Tomcat 7.0.22

Belarc Advisor 8.4 8.4.0.0
Bomgar Representative Client [nsremote.WESTridge.com]

Camtasia Studio 5 5.1.0
Cisco Systems VPN Client 5.0.07.0290 5.0.7
Cisco WebEx Meetings

ConnectWise Internet Client 12.2.1
Crystal Reports Basic for Visual Studio 2008 10.5.0.0
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5.0.0
Download Updater (AOL Inc.)

FileZilla Client 3.6.0 3.6.0
foghorn Agent 2.0.0023
GIMP 2.8.6 2.8.6

HxD Hex Editor version 1.7.7.0 1.7.7.0
InReView eDiscovery

IrfanView (remove only) 4.30

Java 7 Update 40 7.0.400
Java(TM) 6 Update 33 (64-bit) 6.0.330
Java(TM) SE Development Kit 6 Update 31 (64-bit) 1.6.0.310
LogMeln 4.1.1868
Microsoft .NET Compact Framework 2.0 SP2 2.0.7045
Microsoft .NET Compact Framework 3.5 3.5.7283
Microsoft .NET Framework 4 Client Profile 4.0.30319
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ANWENDUNGSNAME

Microsoft Device Emulator (64 bit) version 3.0 - ENU

Microsoft Document Explorer 2005

Microsoft Document Explorer 2008

Microsoft Lync 2010

Microsoft Office Professional Plus 2010

Microsoft Online Services Sign In

Microsoft Online Services Sign-in Assistant

Microsoft Project Professional 2013

Microsoft Silverlight

Microsoft SQL Server 2005

Microsoft SQL Server 2008 Management Objects

Microsoft SQL Server Compact 3.5 for Devices ENU

Microsoft SQL Server Compact 3.5 SP1 Design Tools English
Microsoft SQL Server Compact 3.5 SP1 English

Microsoft SQL Server Database Publishing Wizard 1.3

Microsoft SQL Server Native Client

Microsoft SQL Server Setup Support Files (English)

Microsoft SQL Server VSS Writer

Microsoft Visio Professional 2010

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.30319
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319
Microsoft Visual J# 2.0 Redistributable Package - SE (x64)
Microsoft Visual SourceSafe 2005 - ENU

Microsoft Visual Studio 2008 Professional Edition - ENU
Microsoft Visual Studio 2008 Remote Debugger - ENU

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
Microsoft Visual Studio 2008 Team Explorer - ENU

Microsoft Visual Studio Web Authoring Component

Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools
Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools
Mozilla Firefox 19.0 (x86 en-US)

PROPRIETARY & CONFIDENTIAL

NETZWERK-PRUFUNG

Asset-Detailbericht

VERSION
9.0.21022

4.0.7577.4415
14.0.7015.1000
1.0.1427.40
7.250.4287.0
15.0.4420.1017
5.1.20913.0

10.0.1600.22
3.5.5386.0
3.5.5692.0
3.5.5692.0
10.0.1600.22
9.00.5000.00
9.00.5000.00
9.00.5000.00
14.0.7015.1000
9.0.30729
9.0.30729.4148
9.0.30729.6161
9.0.30729.4148
9.0.30729.6161
10.0.30319
10.0.30319

9.0.30729

12.0.4518.1066
3.5.21022
6.1.5288.17011
6.1.5288.17011
6.1.5294.17011
6.1.5294.17011
19.0
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ANWENDUNGSNAME

Mozilla Maintenance Service

Mozilla Thunderbird 14.0 (x86 en-US)
MultiScreen

MySQL Connector Net 6.4.3

NetBeans IDE 7.1.1

Open XML SDK 2.0 for Microsoft Office

Excelsior Explorer

Excelsior Explorer 2014

RapidSpell Desktop .NET v5

Realtek Ethernet Controller Driver

Realtek High Definition Audio Driver

Samsung Data Migration

Samsung_MonSetup

Secunia PSI (3.0.0.2004)

Snagit 10.0.2

SQL Server System CLR Types

SQLite ODBC Driver for Win64 (remove only)
TeamViewer 9

TextPad 5

VirtualCloneDrive

Visual C++ 2008 1A64 Runtime - v9.0.30729.01
Visual C++ 2008 x64 Runtime - v9.0.30729.01
Visual C++ 2008 x86 Runtime - v9.0.30729.01
Visual C++ 2008 x86 Runtime - v9.0.30729.4148
Visual C++ 2008 x86 Runtime - v9.0.30729.6161
Visual Studio .NET Prerequisites - English
Visual Studio 2005 Tools for Office Second Edition Runtime
Visual Studio Tools for the Office system 3.0 Runtime
VMware vSphere Client 4.0

VMware vSphere Client 4.1

VMware vSphere Client 5.0

Windows Mobile 5.0 SDK R2 for Pocket PC
Windows Mobile 5.0 SDK R2 for Smartphone
Windows SideShow Managed API 1.0 SDK
Windows SideShow Managed Runtime 1.0
Xceed Components

Zan Image Printer
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VERSION
19.0

14.0
1.00.0000
6.4.3
7.1.1
2.0.5022
3.0.1074

5.0
7.72.410.2013
6.0.1.6959
2.0

1.00.0000
3.0.0.2004
10.0.2
10.0.1600.22

9.0.27339
5.4.2

9.0.30729.01
9.0.30729.01
9.0.30729.01
9.0.30729.4148
9.0.30729.6161
9.0.30729

4.0.0.15751
4.1.0.17435
5.0.0.37933
5.00.1700.5.14343.06
5.00.1700.5.14343.06
1.0.1.0

1.0.1.0

2.2.6475.0

PAGE 299 of 353



D L
a t— a && “/o e '/%E: Asset-Detailbericht

NETZWERK-PRUFUNG

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.28 TANDEM v

Local

Unable to collect remotely
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1.74 - CORP.MYCO.COM\THRASH2

Computer IP address
Windows 2000 Server 10.0.1.33
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Nicht unterstltzte Betriebssysteme

System-Profil

0S Windows 2000 Server
Processor ‘
Last Active Directory Check-in ‘ 3/24/2014 3:52:32 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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NETZWERK-PRUFUNG

1.75 - CORP.MYCO.COM\USER-PC23

Computer IP address
Windows 7 Enterprise 10.0.7.96
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B Betriebssystem in erweitertem Support

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘4/1/2014 11:54:02 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL PAGE 306 of 353



Asset-Detailbericht
NETZWERK-PRUFUNG

[ataSee Me/ "“

1.76 - CORP.MYCO.COM\UTILO1

Computer IP address
Windows Server 2008 R2 Datacenter (x64) Service Pack 1 (Build 7601) 172.20.0.5 10.0.1.5

10.0.7.89
Risk Section

System Risk
Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
B Betriebssystem in erweitertem Support

System-Profil

(O Windows Server 2008 R2 Datacenter (x64) Service Pack 1 (Build
7601)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 7083-1462-7335-3546-2604-6995-46
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready
Multi-core (2 total)
Not hyper-threaded

OS Install Date ‘2/10/2011 11:34:39 AM
Last Active Directory Check-in ‘ 3/24/2014 3:35:42 PM

System Memory
Memory Serial # Speed Size
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NETZWERK-PRUFUNG

Memory Serial #

unknown 2048 MB

MHz

Speichermodul: Memory BankO (In Verwendung)

Additional 1 virtual memory slot
Total Memory 2048 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

T I
Q mn 20 30 40 a0 60 T a0 M 00

Volumes

%

Volume Label Filesystem Kapazitat Genutzt % Genutzt Verflgbar 70
Verfugbar

C: 126.9 GB  49.40 GB 38.93% 77.5GB 61.07%

Physical Drives

Modell Seriennummer Grofe Volumes
Virtual HD ATA Device 2020202020202020202 Hard Drive 126.99
0202020202020202020 GB
20

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter

Physical Address ‘00:15:5D:01:DF:1E

IPv4 Address ‘ 172.20.0.5;10.0.1.5;fe80::c142:8a53:a79c:c36¢c
Default Gateway 110.0.1.1

Endgeréate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
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No antispyware reported by Security Center

Firewall

il - s
‘¥ Windows Firewall

Enabled Kein
Domain Setting Off
Private Setting Off
Public Setting ‘Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fur lokales Konto
Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

(U] \[f PFAD Remark
\WUTILOI\ADMINS C:\Windows

\UTILO1\C$ \ c:\

\UTILOL\IPCS \

\UTILOI\NETLOGON C:\Windows\SYSVOL\sysvol\Corp.MyCo.com\

SCRIPTS
\UTILO1\SYSVOL \ C:\Windows\SYSVOL\sysvol

Installierte Anwendungen

ANWENDUNGSNAME VERSION
foghorn Agent 2.0.0023
Microsoft Baseline Security Analyzer 2.2 2.2.2170
Excelsior Agent 2.1.1058
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ANWENDUNGSNAME
ExcelsiorGateway
Quest ActiveRoles Management Shell for Active Directory (x64)

ScreenConnect
ScreenConnect Client (2872323bbe412f4c)

VirtualCloneDrive

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt

Local

Unable to collect remotely
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VERSION
2.1.1058
1.5.1.2421
2.5.3370.4638
4.1.6060.5144
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1.77 - CORP.MYCO.COM\UTIL12

Computer IP address
Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 10.0.1.15
Risk Section
System Risk
Score
System Issue Score

System Issue
Issues
B Anti-Virus nicht installiert
B Anti-Spyware nicht installiert
System-Profil
(O Windows Server 2012 R2 Standard (x64) unknown (Build 9600)
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘4540-8574-1891-7758-5785-9003-87
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \3/4/2014 9:23:32 PM
Last Active Directory Check-in \4/1/2014 9:39:09 PM

System Memory

Serial # Speed

Speichermodul: Memory BankO (In Verwendung) unknown 1024 MB
MHz
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Memory Serial #

unknown 0 MB

MHz

Speichermodul: Memory Bank1 (In Verwendung)

Speichermodul: Memory Bank2 (In Verwendung) unknown 0 MB
MHz

Total Memory 1024 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

I
Q Rl 20 30 40 50 60 T0 80 0 100

Volumes

%

Volume Label Filesystem Kapazitat Genutzt % Genutzt Verflgbar .
Verfluigbar

C: 126.48 GB  11.00 GB 8.70% 115.48GB 91.30%

Physical Drives

Modell Seriennummer GroRRe Volumes
Microsoft Virtual Disk Hard Drive 126.99
GB

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address \ 00:15:5D:07:37:0E

IPv4 Address 10.0.1.15/fe80::1d3e:7828:f6ff.ae26
Default Gateway ‘ 10.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
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[a fa&aaﬁe%

No antispyware reported by Security Center

Firewall

il - s
‘¥ Windows Firewall

Enabled Ja

Domain Setting Installiert
Private Setting [ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status
Unable to scan
Passwort-Sicherheitsprufung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

(U] \[f PFAD Remark
WUTIL12\ADMINS$ C:\Windows

\UTIL12\C$ \ c:\

\UTIL12\IPC$ \

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports
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Remote

Keine festgestellt

Local

Unable to collect remotely
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1.78 - CORP.MYCO.COM\VM-JDAVIS-WIN7

Computer IP address
Windows 7 Enterprise 10.0.7.52
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 6/7/2013 3:10:48 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote
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IP-Adresse Computer-Name RDP

(3389/TCP)
10.0.7.52 VM-JDAVIS-WIN7 v

Local

Unable to collect remotely
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1.79 - CORP.MYCO.COM\VM-WIN7

Computer IP address
Windows 7 Enterprise 10.0.7.68
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows 7 Enterprise
Processor ‘
Last Active Directory Check-in ‘ 3/29/2013 3:10:01 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote
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IP-Adresse Computer-Name SMTP DNS SQLServer RDP
(25/TCP) (53/TCP) (1433/TCP) (3389/TCP)

10.0.7.68 \ REMOTE v v 7 v

Local

Unable to collect remotely
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1.80 - CORP.MYCO.COM\WINDESKTOP

Computer IP address
Windows Vista Ultimate 10.0.7.59
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows Vista Ultimate
Processor ‘
Last Active Directory Check-in ‘ 1/31/2014 9:45:30 AM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.81 - CORP.MYCO.COM\WIN-HNQ8GOO1RAI

Computer IP address
Windows Server 2008 R2 Standard 10.0.7.49
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows Server 2008 R2 Standard
Processor ‘
Last Active Directory Check-in ‘ 3/11/2013 2:34:32 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.82 - CORP.MYCO.COM\WINXP32

Computer IP address
Windows XP Professional 10.0.3.24
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows XP Professional
Processor ‘
Last Active Directory Check-in ‘ 1/30/2014 3:20:46 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Local

Unable to collect remotely
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1.83 - CORP.MYCO.COM\WINXP64

Computer IP address
Windows XP Professional 10.0.7.49
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

B |naktive Computer

System-Profil

oS Windows XP Professional
Processor ‘
Last Active Directory Check-in ‘ 10/11/2013 3:15:15 PM

System Memory

Keine festgestellt

Festplattenkapazitaten

Keine festgestellt

Windows IP Configuration

Keine festgestellt

Endgerate-Sicherheit
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Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

Unable to scan

Passwort-Sicherheitsprifung fir lokales Konto

Keine festgestellt

Angeschlossene Drucker

Keine festgestellt

Freigaben

Keine festgestellt

Installierte Anwendungen

Keine festgestellt

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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Unable to collect remotely
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2 - Domain: No Domain
2.1 - NO DOMAIN\SLOWE-WIN7.CORP.MYCO.COM

Computer IP address
Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.7.19
Risk Section

System Risk
Score

System Issue Score

System Issue

Issues

B Anti-Virus nicht installiert
B Betriebssystem in erweitertem Support

System-Profil

(O Windows 7 Enterprise (x64) Service Pack 1 (Build 7601)

Manufacturer ‘ Hewlett-Packard/p6-2108p

Processor AMD E2-3200 APU with Radeon(tm) HD Graphics
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date ‘6/17/2013 1:32:32 PM

Last Active Directory Check-in ‘ <never>

System Memory

Memory Serial # Speed Size
Speichermodul: Memory BankO (In Verwendung) 1333 MHz 2048 MB

PROPRIETARY & CONFIDENTIAL PAGE 333 of 353



Asset-Detailbericht
NETZWERK-PRUFUNG

Memory Serial #

Speichermodul: Memory Bank1 (In Verwendung) 1333 MHz 4096 MB
Total Memory 6144 MB

Festplattenkapazitaten

Genutzter Speicher in Prozent

Volumes
0,
Volume Label Filesystem Kapazitdt ~ Genutzt % Genutzt Verfugbar A)
Verfluigbar
G oS 914.65GB 108.69GB  11.88% 805.96GB 88.12%
D: HP_RECOVERY 16.76 GB 14.66 GB 87.47% 2.1GB 12.53%

Physical Drives

Seriennummer GrofRle Volumes
ST31000524AS ATA Device 5639465045414b54202 Hard Drive 931.51
0202020202020202020 GB
20
Multiple Card Reader USB Device 0B

Windows IP Configuration

Unknown Type adapter :

Description ‘ Realtek PCle GBE Family Controller
Physical Address ‘E8:40:F2:96:95:E7

IPv4 Address ‘ 10.0.7.19;fe80::69a0:4e74:250:c17c
Default Gateway 110.0.1.1

Endgerate-Sicherheit

Security Center

Antivirus
No antivirus reported by Security Center
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Antispyware

& Windows Defender
Enabled Ja
Up-to-date Ja

Firewall

il . .
\¥ Windows Firewall

Enabled Ja

Domain Setting ‘ Installiert
Private Setting ‘ Installiert
Public Setting ‘ Installiert

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch-Status

MBSA
PROBLEM BEWERTUNG PRUFUNG
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Passwort-Sicherheitsprifung fur lokales Konto

Prufung: Strong Security
Administrator - Weak, Disabled
Guest - Weak, Disabled

Angeschlossene Drucker

(Von WMI)
IP-Adresse Druckername Zugegriffen von
10.0.7.19 HP Officejet Pro 8600
(Network)
10.0.7.19 HP Officejet Pro 8600

PROPRIETARY & CONFIDENTIAL PAGE 335 of 353



La fa&aa/‘a/ '

IP-Adresse Druckername
10.0.7.19

Printer

Freigaben

NETZWERK-PRUFUNG
Zugegriffen von

Brother MFC-9320CW

Asset-Detailbericht

UNC
\\10.0.7.19\accounting
\\10.0.7.19\ADMIN$
\\10.0.7.19\C$
\\10.0.7.19\D$
\\10.0.7.19\IPC$

Installierte Anwendungen

C:\Users\eHAMMOND\Desktop\accounting
‘ C:\Windows

RENMETS

ANWENDUNGSNAME

Adobe Acrobat 9 Pro - English, Francais, Deutsch

Adobe AIR

Adobe Community Help

Adobe Creative Suite 5 Master Collection
Adobe Flash Player 12 ActiveX

Adobe Flash Player 12 Plugin

Adobe Media Player

Adobe Reader X (10.1.9)

BlackBerry Device Communication Components

Bomgar Representative Client [nsremote.WESTridge.com]

Brother BRAdmin Light 1.21.0001
Brother MFL-Pro Suite MFC-9320CW
Camtasia Studio 7

Cisco AnyConnect VPN Client

Citrix Online Launcher

Citrix Receiver

ConnectWise Internet Client
ConnectWise Internet Client 64-bit
Debut Video Capture Software
foghorn Agent

Google Chrome

Google Toolbar for Internet Explorer
Greenshot 1.1.7.17

HP Officejet Pro 8600 Basic Device Software
HTC Driver Installer

HTC Sync Manager

PROPRIETARY & CONFIDENTIAL

VERSION
9.0.0
1.5.3.9120
3.0.0.400
5.0
12.0.0.77
12.0.0.77
1.8

10.1.9
1.2.0.21

1.21.0001
2.0.1.0
7.1.1
2.5.1025
1.0.168
13.1.0.89
12.2.1
12.2.94
1.82
2.0.0023
33.0.1750.154
1.0.0
1.1.7.17
28.0.1315.0
4.0.0.009
1.1.66.0
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ANWENDUNGSNAME

IPTInstaller

Juniper Networks Network Connect 6.4.0

KeePass Password Safe 2.19

Microsoft .NET Framework 4.5.1

Microsoft Baseline Security Analyzer 2.2

Microsoft Lync 2010

Microsoft Office Professional Plus 2010

Microsoft Office Updates for Open XML File Format Support
Microsoft Online Services Sign-in Assistant

Microsoft Silverlight

Microsoft Visual C++ 2005 Redistributable

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319
Mozilla Firefox 28.0 (x86 en-US)

Mozilla Maintenance Service

Network Console

Notepad++

Excelsior Explorer

ExcelsiorGateway

Samsung Kies3

ScreenSteps 2.9

Search Protect

Sublime Text Build 3059

TeamViewer 8

Terminals

TreeSize Free V2.4

VideoPad Video Editor

Visual CertExam Suite

X-Lite

Lizenzschlissel

Keine festgestellt

Ubliche empfangsbereite Ports
Remote
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VERSION
4.0.4
6.4.0.14343

4.5.50938
2.2.2170
4.0.7577.4419
14.0.7015.1000
14.0.7101.5000
7.250.4303.0
5.1.30214.0
8.0.61001
9.0.30729.6161
9.0.30729.4148
9.0.30729.6161
10.0.30319
28.0

28.0

8.00.172

6.1.6

3.0.1074
2.1.1058
3.2.14024.11
2.9

2.12.11.11

8.0.26038
2.0.0

2.4

3.29

50.6.7284
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IP-Adresse Computer-Name RDP

(3389/TCP)
10.0.7.19 slowe-win7.corp.MyCo.com v

Local

Unable to collect remotely
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3 - Drucker

CORP.MYCO.COM (from WMI)

IP-Adresse Druckername Zugegriffen von Ort Kommentar

10.0.7.74 Brother MFC-9320CW  BKRICKEY-WIN7
Printer

10.0.7.29 Brother MFC-9320CW MARKETING-1

10.0.7.29 Brother-MFC9320 CW MARKETING-1

10.0.7.29 HP Officejet Pro 8600 MARKETING-1
Plus

10.0.7.29 HP Officejet Pro MARKETING-1
K8600 Series

10.0.7.29 HP Officejet Pro MARKETING-1
K8600 Series (Copy
1)

10.0.7.31 hp LaserJet 1320 PCL MmayhemON1
5

10.0.7.57 Brother MFC-9320CW RANCOR
Printer

10.0.7.20 HP OfficeJet K60 SE-DAVIS

10.0.6.0 Brother MFC-9320CW SLOWE-WIN8
Printer

10.0.6.0 HP Officejet Pro 8600 SLOWE-WIN8

No Domain (from WMI)

IP-Adresse Druckername Zugegriffen von Ort Kommentar
10.0.7.19 Brother MFC-9320CW slowe-
Printer win7.corp.MyCo.com
10.0.7.19 HP Officejet Pro 8600 slowe-
win7.corp.MyCo.com
10.0.7.19 HP Officejet Pro 8600 slowe-
(Network) win7.corp.MyCo.com

Vernetzt (von SNMP)

IP-Adresse Druckername Hostname Beschreibung Warnungen
10.0.7.76 HP LaserJet 2100 hp2100- HP ETHERNET
Series ops.corp.MyCo.com  MULTI-

ENVIRONMENT,ROM
G.07.02,JETDIRECT,
JD30,EEPROM
G.08.49

CORP.MYCO.COM (from Shares)
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Berechtigungen

Freigegebener Drucker Nutzer/Gruppe Vollzugrif  Andern Lesen
i
\\SE-DAVIS\K60_on_jim PIT\JDAVIS v v
(HP OfficeJet K60,LocalsplOnly) ‘ SR v v v
‘ BUILTIN\Administrators v v v
\\SLOWE-WIN8\Brother MFC-9320CW ‘ PIMgHAMMOND v v v
Printer
(Brother MFC-9320CW Everyone d d a
Printer,LocalsplOnly) APPLICATION PACKAGE v v v
AUTHORITY\ALL APPLICATION
PACKAGES
‘ BUILTIN\Administrators v v v
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11 NETZWERK-PRUFUNG
4 - Netzwerkgeriite

4.1 - jims02.corp.MyCo.com

10.0.7.0

System-Profil

Name jims02.corp.MyCo.com

IP Address \10.0.7.0

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.0 v
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4.2 - 314.corp.MyCo.com

10.0.7.14

System-Profil

Name 314.corp.MyCo.com

IP Address \10.0.7.14

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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4.3 - slowe-win7.corp.MyCo.com

10.0.7.19

System-Profil

Name slowe-win7.corp.MyCo.com

IP Address \10.0.7.19

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.19 slowe-win7.corp.MyCo.com v

PROPRIETARY & CONFIDENTIAL PAGE 343 of 353



o s
a t a &0 “/o @ ﬁ‘: . Asset-Detailbericht

‘ 11 NETZWERK-PRUFUNG
4.4 - zboxubuntu.corp.MyCo.com

10.0.7.30

System-Profil

Name zboxubuntu.corp.MyCo.com

IP Address \10.0.7.30

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name SSH
(22/TCP)

10.0.7.30 v
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4.5 - pitmacmini.corp.MyCo.com

10.0.7.45

System-Profil

Name pitmacmini.corp.MyCo.com

IP Address \10.0.7.45

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name SSH VNC
(22/TCP) (5900/TCP)

10.0.7.45 v v
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4.6 - ftwork-pc.corp.MyCo.com

10.0.7.56

System-Profil

Name ftwork-pc.corp.MyCo.com

IP Address \10.0.7.56

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name HTTP RDP
(80/TCP) (3389/TCP)

10.0.7.56 v v
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4.7 - sepe02f6d63ae24.corp.MyCo.com

10.0.7.58

System-Profil

Name sepe02f6d63ae24.corp.MyCo.com

IP Address \10.0.7.58

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name HTTP
(80/TCP)

10.0.7.58 v
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10.0.7.64

System-Profil

IP Address 10.0.7.64

Web Server Type ‘ Microsoft-11S/6.0

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name FTP HTTP HTTPS RDP
(21/TCP) (80/TCP) (443/TCP) (3389/TCP)

10.0.7.64 ‘ v v v v
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10.0.7.70

System-Profil
IP Address 10.0.7.70
Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name HTTP RDP VNC

(80/TCP) (3389/TCP) (5900/TCP)
10.0.7.70 7 v v
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10.0.7.71

System-Profil

IP Address 10.0.7.71

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.71 v
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4.11 - hp2100-ops.corp.MyCo.com

HP ETHERNET MULTI-ENVIRONMENT 10.0.7.76

System-Profil

Name HP2100-OPS

IP Address \10.0.7.76
Up Time \55d 5h 20m 18s Oms
Object ID \1.3.6.1.4.1.11.2.3.9.1

HP ETHERNET MULTI-ENVIRONMENT,ROM

Description
G.07.02,JETDIRECT,JD30,EEPROM G.08.49

Services ‘64

Web Server Type ‘HTTP/l.O

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name FTP Telnet HTTP

(21/TCP) (23/TCP) (80/TCP)

10.0.7.76 v
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10.0.7.85

System-Profil

IP Address 10.0.7.85

Ubliche empfangsbereite Ports

Remote

IP-Adresse Computer-Name RDP
(3389/TCP)

10.0.7.85 v
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4.13 - 10.0.7.255

10.0.7.255

System-Profil

Name 10.0.7.255

IP Address \10.0.7.255

Ubliche empfangsbereite Ports

Remote

Keine festgestellt
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